VCP - laaS Study Notes

Resources:

The notes herein are compiled from my own testing as well as below references:
- VMware Documentation/Whitepapers/Communities DOCs here
- Other References used are noted in the Section/Objective (i K S &se0NGS

- {AYyOS (GKA& A& LFF{Z L laadzyxS &2dz N | t NSI R&

detail about some vSphere tasks needed as pre-requisites to some vCD tasks
- Last but not least - *LAB*!!! Pretty much all of below I did in my lab. | highly recommend having one

SECTION 1INSTALL & CONFIGURE VCLOUD DIRECTOR

1.1 ¢Install vCloud Components

Identify Required vCloud Components & Pre-w S lj Qa F2NJ Lyadltt I GAz2y
1 vCloud Components (see diagram below from pg. 8 vCD1.5 Install & Configure Guide):

1.
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vCloud Director (vCD) Server (& / S)fc €odicbe 1 or many

a. &/ Sciv@D8&erver running a collection of services

vCD Database ¢ only 1 DB needed despite number of vCD Cells

vCenter Server

vCenter Server DB

vShield Manager (VSM) ¢ 1 per vCenter Server; provides Network services to vCenter & vCD
ESXi Hosts

vCenter Chargeback Manager (VCM)

vCenter Chargeback DB

vCloud Connector (vCC)

vCloud Director Server Group
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91 vCloud Install Prerequisites (pg. 10 & 25, vCD1.5 Install & Configure Guide)

1.
2.
3.

vCenter Server 4.0 U2/U3, 4.1(U1), 5.0
ESX/i Hosts 4.0 U2/U3, 4.1(U1), 5.0 (same as vCenter Server versions)
vShield Manager (VSM) 1 (U1), 5.0
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http://www.vmware.com/support/pubs/vcd_pubs.html

4. vCenter Networks intended for vCD External Networks/Pools must be available to all Hosts in Cluster
used in vCD
vDS (Distr Virt Switch) must be used for cross-host fencing & Network Pool allocation
vCenter Clusters must have DRS set to Fully Automated which requires shared storage
vCenter Clusters must not have Storage DRS (SDRS) enabled
vCenter must trust Hosts (SSL Certificates)
Licensing: vSphere Ent+ so vCD can leverage vDS for Isolated Networks
0. vCD Server
a. RHEL5 U4/5/6 x64 OS
b. 950MB HDD space
. 1GB RAM (2GB recommended)
L
b.
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c
d. 2 NICs (http, consoleproxy)
e. Oracle/SQL DB ¢ 16GB RAM, 100GB HDD, 4 vCPUs
DAP
AD ¢ W2K3, W2K8(R2), Win7
OpenLDAP ¢ Linux
12. vCD Web GUI Browser Support (NOTE: ONLY 32bit BROWSERS SUPPORTED, EVEN ON 64bit OSs)
a. IE7/8/9
b. Firefox 3.6/4.x/5.x
13. Flash 10.2 or later & Java JRE 1.6 U10 or later; both must be 32bit as x64 is not supported
14. VSM (Appliance)
a. 8 GBRAM for all VSM components (Mgr, App, Edge, Endpoint)
b. 8-20GB HDD space
c. Two 1GB NICs
d. vCenter/vSphere 4.0U2 or later
15. vCB

11
a

a. 2GHzCPU

b. 4GBRAM

a. 2GBHDD space

b. W2K3 SP2 or R2, W2K8 or R2 (x64)

c. DB=SQL 2K5 SP2 / 2K8 SP2; Oracle 10g R2 / 11g R2
d. Browsers=IE7 & 8; FF4 &5; Flash 10.1+

e. Runwith vCenter 2.5U3, 4.0,4.1,5.0

16. vCC

c. 2GHzCPU
d. 4GB RAM

e. 2GB HDD space

Describe Installation Order of vCloud Components
9 vSphere:
1. vCenter Server DB Configured
2. vCenter Server Install & Components (i.e. SSO, Web Client, VUM, etc.)
3. ESXi
4. Create a DRS-enabled Cluster (automated), vDS, & Port Groups for External Networking
T vCloud
vCD DB Configured
VSM (1 per vCenter Server)
vCD Host (RHEL VM)
SSL Certificates on vCD Host (before vCD install)
vCD
Verify DNS, NTP, connectivity (ifping on RHEL vCD Server)
vCB
vCC
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Explain the Purpose & Use Case of Each vCloud Component

vCenter Server ¢ provides automation/networking features used by vCD

ESX/i Hosts ¢ provides resources (compute, memory, storage, network) used by vCD

VCD ¢ centralized Cloud management interface

VSM ¢ provides networking & security policies to vCD

VCB ¢ provides resource usage measurement for billing

VCC ¢ enables workloads (VMs, vVApps, etc.) to be migrated to other Cloud sources, Private or Public
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Create a Sysprep Package (pg. 32-33, vCD1.5 Install & Configure Guide)
1 Copy sysprep binaries for each OS to a desired location on the vCD Host (i.e. extract the deploy.cab file for

each 0S)
1. Each OS requires its own folder ¢ /win2000 , /win2k3 , /win2k3_64 , /winxp , winxp_64
a. Example: /suppor t/sysprep/win2000 , etc.; place extracted deploy.cab files in respective OS
folder
T Run: /opt/vmware/cloud - director/deploymentpackageCreator/createSysprepPackage.sh
/support/sysprep

Restart the vCD services: service vmware - vcd restart

Copy the vcloud_sysprep_properties & windows_deployment_package_sysprep.cab files to all vCD
servers (cells) if have multiple vCD cells

1. Two files located in: /opt/'vmware/vcloud - director/guestcustomization

2. Use WInSCP or SCP command

3. Restart vCD services on each cell the files copied to ( service vmware - vcd restart )
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Install vCloud Director (pg. 26-30, vCD1.5 Install & Configure Guide)
1 Download appropriate version of vCD bin file from VMware
9 Verify bin file checksum or digital signature (reference #3, pg. 26)
91 Logonto vCD server (RHEL VM) as root
1 Check bin file executable permissions by running: Is - la

[rootPvcd prepltt lIs la
281484

Z root root

. 26 root root

1 root root Mar 6 21:12
root 22 } Dec 15 17:83
root 288115748 Dec 14 17:41 vmware-vcloud-director-5.1.1-868

1. b20A OEmiakeS dalyiREea FAE Sa | NB “¢oldnin of$riv S Odzii)l 6t S 6 m
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2. Make them executable by running: chmod 555 NameOfFile or chmod u+x NameOfFile

rootBucd prepl#t chmod 555 libXdmcp-1.8.3-1.el6.x86_64.rpm
[rootBucd prepl#t chmod 555 vmware-vcloud-director-5.1.1-868485.bin
[rootPucd preplt Is -la
2814084
3 2 root root 4896 Mar

» root root 4896 Mar :
root root 16 Mar 21312
root root 22348 Dec 15 17:83
root root 288 748 Dec 14 17:41

Install il K §i WEé F A frin iFIiBXNdECH Y- xxxx .rpm  (xxxx = lib file build number)

Install vCD by typing: ./vmware -vcloud -director -1.5.x -nnnnnn.bin (nnnnnn =vCD build number)
After vCD installer runs, a built-in script finalizes the install by requesting user input for the http & remote
console proxy IPs, as well as the vCD DB created prior to this install (for example of input needed,
reference pg. 28-30; DB creation steps are listed below)

1 Once complete, the vCD services will be restarted; open a browser to http://vCDserverName to begin vCD
configurations
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Install vShield Manager (pg. 21-22, vCD1.5 Install & Configure Guide; pg. 18-19, VSM 5.0.1 Quickstart Guide)
1 Download appropriate OVA file from VMware
1 Log into vCenter & click on File > Deploy OVF Template
1 Go through the install wizard and select configurations as appropriate
1. VM location
2. Storage location & disk format
3. NIC assignment
After installation, open web browser to https://IPofVSM
Log in with user: admin , password: default
1. At manager> prompttype enable ,then default (as password)
2. At manager# type setup to setup VSM IP, Subnet, Gateway, DNS

= =

[EXT3 F5 on sda3, intermnal jourmal
[EXT3-fs: mounted filesystem Wwith ordered data mode.

anager login: adMin

anager# setup

se CTRL-D to abort configuration dialog at any prompt.

Default settings are in square brackets '[1°.

Address (A.B.C.D): 192.168.199.44
Subnet Mask (A.B.C.DJ: 255.255.255.8
Default gatewawy (A.B.C.D): 192.168.199.2
i DNS IP (A.B.C.D): 192.168.199.4
[Secondary DNS IP (A.B.C.D):
arning: Secondary DINS not set.
DNS domain search list (space separated): lab.local
01ld configquration will be lost
Do you want to save new configuration (ys/Inl): y_

9  After configuration is saved, type exit and leave VM running

Install vCenter Chargeback (pg. 20-24, vCB2.0 Install & Upgrade Guide)
9 Host Prerequisites
1. al 1S adzNB LIB2NIA FNB FTNBS Mynyns ynndp nno
2. Set static IP for VM/physical server vCB will be installed on
3. h{ ThHh HYo {tH 2NJWHT HYY 2NJ wH
91 DB Prerequisites
1. CreateaDBuser/pwR O R2y Qi dzasS { ., { X {!Z SiO0d I O02dzyiiavo
2. Assign proper DB permissions to the user and/or run a script, depending on your DB type (Oracle or
SQL)
Full prerequisite checklist is on pg. 16, vCB2.0 Install & Upgrade Guide
vCB Architecture:

= =



ESXi ESXi ESXi
host01 host02 host03

vCenter
Server vCenter Server le—
database

t JDBC

Data Collector VIM API

!

vCenter Chargeback
Manager

!

Load Balancer

!

vCenter Chargeback
Manager Ul

Y

1 Download vCB .exe file from VMware
1  Run the installer (details on pg. 20-23, vCB2.0 Install & Upgrade Guide)
1. You have a choice to install Load Balancer, vCB Manager, and DB Collector on the same or different
servers
2. If separating the Load Balancer & vCB Manager, you have to install the Load Balancer first
3. Iftheinstaller fails, any components that were installed up to the point of failure, get removed (i.e.
the uninstaller is invoked)
4. Enter vCB DB info: DB type (SQL/Oracle), DB FQDN or IP, port (if not default), DB name, SQL mode, DB
username & password
5. LiQa NBO2YYSy
0KS @/ . alyl 3
DB server
6. Enter Load Balancer (LB) info: server FQDN or IP, admin email, https port (if not default)
7. Enter vCB Manager info: FQDN or IP, http port (if not default), LB port, unique vCB Manager instance
name
a. NOTE: If only installing LB, UNCHECK to install vCB Manager
8. Enter vCB Manager username & password 8- 1 OK I NI & XcaselzLIJLIS Nk f 2 6 S NJ
a. This screen not displayed if only installing LB
9. Choose Data Collectors (DC) to install (if installing vCD Collector, enter vCD DB info); enter vCB
Manager admin account info if prompted (if chose to install vCD or vShield (VS) Data Collectors)
10. Choose Install; after install, note the URL displayed to connect to vCB Manager Ul
11. Generate SSL Certificates (review info on pg. 23, vCB2.0 Install & Upgrade Guide for details)
12. To continue installation in creating a Cluster, review info on pg. 24-28, vCB2.0 Install & Upgrade
Guide
13. For vCB service dependencies/order, see pg. 33, vCB2.0 Install & Upgrade Guide (DB, Mgr, Data Col)
14. Other install items to note:
a LT AyadlfttAaiy3a WwWkyOAf f | NESQCcanhoiibe instaled uhlSsQMPNE 6 A DS @
is installed first
b. When/if uninstalling vCB, do so through the application (Start > Programs > Vmware > VMware
vCenter Chargeback > Uninstall VMware vCenter Chargeback); uninstalling through Add/Remove
Programs (orPNR AN} Y& 9 CSI GdzNBaovo A& y2a | WOt SIYyQ dzyAy
of some items
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Install vCloud Connector
1 vCC Components:



internal external

The wCC Ul can be surfaced in vSphere Client

vSphere Client

Asingle vCC Server
controls everything.

= pulblic
node
AvCC node in IR S e
each cloud 5 S
manages data S
transfer. . . E\\
private < data | ™ public
node [£---===%- --31 nod
vCloud | ™ e Node | cloud

vCC is deployed as a virtual appliance
Only 1 vCC server is needed, and the Ul is accessed via the vSphere Client (Ul deployed by the vCC server)
1 vCC Node is needed per vCloud (i.e. private, public, or both)
1. OnevCC Node can support a max of 20 Organizations
91 Supported web browsers on pg. 18, vCC2.0 Install & Configure Guide
1. Recommend not to use FF browser as some tabs display as blank
91 vCCis a multi-install process (see pg. 15-44, vCC2.0 Install & Config Guide [ignore the vCD5.1 sections]):
1. Choose install considerations (pub>priv; priv>priv; vSphere use; vCD use)
2. Requirements:
a. vSphere 4.0/4.1/5.0/5.1
b. vCD1.5/5.1
c. VSM5.1.2
d. |E8/9, FF 15/16, Chrome 22/23,;
Download vCC Server OVA & either install in vSphere or vCD, depending on implementation decisions
Download vCC Node OVA & either install in vSphere or vCD, depending on implementation decisions
Install vCC Server
Configure vCC Server
a. https://IPofvCCserver:5480
b. System tab, Network tab, Server tab, vSphere tab, Node tab
Install vCC Node
8. Register vCC Node with a Cloud
a. https://IPofvCCnode:5480
b. Node tab, then Cloud tab, then enter appropriate information
9. Configure vCC Node
a. https://IPofvCCnode:5480
b. System tab, Network tab, Server tab, vSphere tab, Node tab
10. Register vCC Node with vCC Server
a. https://IPofvCCserver:5480
b. Nodes tab > Register tab; complete Node information then click Register
11. Register vCC Server Ul in vSphere via vSphere Client tab in the vCC Server Ul

=A =4 =4
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Configure vCloud Director Network Connections (pg. 27-30, vCD1.5 Install & Configure Guide)
1 | believe what this is referring to is tasks prompted to do via the post-install script
91 Reference pg. 27-30, vCD1.5 Install & Configure Guide for specific prompts & input required



1 NOTE: If using multiple vCD cells, it is required to configure a shared NFS repository PRIOR to running the
vCD network/DB configuration script; so, when doing vCD install, choose no when prompted to run the
O2y FAIdzNF GA2y AaONARLII AT GKS bC{ &aKINB AayQi

Configure vCloud Director Database Settings (pg. 15-17, vCD1.5 Install & Configure Guide)
1 Install supported MS SQL in Mixed Mode; NOTE: Windows Authentication not supported
9  Using SMSS, open New Query window & run 4 scripts located on pg. 17 to create the DB, logs, user, &
user permissions (dbo); can copy all 4 in a single Query window and click W9 E § O dzii S Q
1. NOTE: Document the DB username & password as they are used for vCD install
f OracleDBbeginsonpg. 1560 62y Qi 02 GSNJ KSNB O
1 To attach DB to vCD, reference pg. 27-30, vCD1.5 Install & Configure Guide

Troubleshoot Basic Installation Issues
T az2ald Ayadltf AaadzZa ydlSaRy 34 A Ofny)oemafReERrostd & I
password or IP causing pieces of the installation to fail
9 Other issues may arise from forgetting an installation step (i.e. libXdmcp.xxxx.rpm file needing
installed before vCD installation)

1.2 ¢ Configure & Administer vCloud Connector

Identify Components of vCloud Connector
M vCC Server
T vCCUI
T vCCNode
1 Reference the Screenshot in Obj 1.1, Install vCC

Describe Cross-Cloud vApp Flow (pg. 59-60, vCC 2.0 Install & Configure Guide)

VCC Client vCloud Director |
cross-cloud directory catalog vCenter
coo Servers
porig0
-
o HTTP L 'y Q\
- vCloud y ESX
vCenter vCe AP Q@ |\ noss
erver Server \
L port443
\
esx | \© -
hosts_ N 9 HTTPS v
node HTTE! node
TEEE T ok datastores
port443 9
wres |

[ hybrid Cloud applications
[ vCloud Director
[ vSphere

(1) User makes request via vCC Ul

(2) vCC Server tells vCC Node to transfer the vApp

(3) vCC Node tells vCenter Server to export via VIM API

(4) vApp content is moved from Datastore to source vCC Node cache

(5) vApp content is transferred from source Node to destination Node via checkpoint-restart

(6) Destination vCC Node calls the vCD API to import

(7) vApp content transfers from destination vCC Node cache to vCD transfer server storage

(8) vCD sends the command for the appropriate vCenter import

(9) vApp content transfers from vCD transfer server storage to destination datastore network & made
available through the vCD Catalog

=8 =4 =4 -4 -4 -8 -4 -8 -9
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Identify VM State (Shutdown/Power Down) (pg. 12, vCC2.0 Use Guide)

f
1

{StSO0G xa 2NJ @!LJJ FyR OKSOl AGQa LReSNI adlas
Perform the desired power action via icon on top of the Inventory Panel or Actions drop-down

Differentiate Between Functionality of vCloud Connector Components (pg. 10, vCC2.0 Install & Configure Guide)

f
f

il

vCC Ul ¢ Ul is either displayed via vSphere Client or vcloud.vmware.com

VCC Server ¢ an appliance that coordinates vCC activities, controls vCC Nodes, & presents the Ul to
vSphere Client

vCC Node ¢ appliance that handles the data (VM or vApp) transfer between Clouds

Explain the Relationship Between vCloud Connector Components

f
f

Componenii & vOWJI, vCC Server, & vCC Node
The relationship is really best explained in viewing the screenshot shared in Obj. 1.2 just above ¢
Customers log into the vCC Ul via browser, make vApp/VM transfer requests, which are sent to the

vCCServer,whichi KSy aSyRa G(KS WwWilalQ G2 GdKS @/ / db2RS NBa

A VCC Server is installed locally; a vCC Node is both local & remote (at least 1 per Cloud); Ul is the
customer interaction interface

Determine & Implement Required Network & Security Settings

f

il

f

Ports:

1. 443 ¢ used for vCC Server to vCC Node & vCC Node to vCC Node communication; if SSL disabled,
port 80 is used

2. 5480 ¢ used for communication, via browser, to vCC Server or vCC Node web GUI

3. 8443 ¢ local port on vCC Server used for Local Content Directory Node; 8080 used if SSL is
disabled

SSL Certificates ¢ valid SSL certs are required before implementing vCC in production

1. Reference pg. 45-50, vCC2.0 Install & Configure Guide for procedure

2. Enabling/disabling SSL is done via Server/Node web Ul (https://IPofServer:5480) > Server tab >
SSL tab

Network ¢ IP, mask, etc are configured upon deploying the vCC Server OVF

1. Settings can be verified/reconfigured after deployment by logging into vCC component web Ul
(https://IPofServer:5480 > Network tab > Address tab

Determine Storage Requirements & Add Storage For Use By a VCC Node (pg. 50-51, vCC2.0 Install & Configure

Guide)

f
f

Default amount used by a Node is 40GB

vCC Node disk size modification procedures ¢ vSphere:
1. Log into vSphere where Node appliance is installed
2. Rt-click Node VM > Edit Settings > Hardware tab

3. Select Hard Disk 2 and modify disk size

4. Loginto vCC Node console and run the following command: sudo
/opt/ivmware/hcagent/scripts/resize_disk.sh

vCC Node disk size modification procedures ¢ vCloud:
1. Loginto vCD > MyCloud
2. Power down vCC Node VM in vApp
3. Rt-click vCC Node > Properties > Hardware tab > Add button to add a Hard Disk of appropriate
size
4. Power on vCC Node VM and log into Console, and type:
a. Is/dev/sd*
b. ¢KS ySs RA&] ONBIGSR esdcEf 068 yIYSR a2YSUKAYS
c. Next, type: sudo /optivmware/hcagent/scripts/add _disk.sh <diskname>

l
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Register vCloud Connector With vCenter Server
1 Log into vCC Server web Ul (https://IPofServer:5480) > Server tab > vSphere Client tab

Troubleshoot Common vCloud Connector Installation & Operation Issues

1 Reference pg. 65-69, vCC2.0 Install & Configure Guide for troubleshooting steps/suggestions; or pg.
53, vCC2.0 Use Guide

9 Storage issues ¢ may need to reboot vCC Node to clean up temp files

9 Connectivity issues ¢ log onto appropriate vCC component & run curl -k -v commands

1 Log file access ¢ download via vCC component web Ul > Server tab > General tab
1. For public multi-tenant, log onto own vCC Server > Node tab > gears icon > Download logs
2. Log size modification ¢ done via vCC Server or Node configuration file

1.3 ¢ Configure vCloud Director & vShield Manager System Settings

Identify vCloud Director Pre-Requisites (pg. 25, vCD1.5 Install & Configure Guide)
9 This was covered in Obj 1.1

Cite Steps to Deploy vShield Manager Appliance (pg. 21-22, vCD1.5 Install & Configure Guide; pg. 18-19, VSM5.0.1
Quickstart Guide)
9 This was covered in Obj 1.1

Identify Relationship Between vCenter Server & vShield Manager
1 VSMis the centralized network mgmt component of vShield & is installed as an OVA VM into vSphere
9 vCenter Server is added within the VSM web GUI & leverages VMware Infrastructure SDK to display
vSphere Client inventory panel
1 There must be one VSM appliance per vCenter Server to manage Cloud networks

Generate Self-Signed Certificates (pg. 17-21, vCD1.5 Install & Configure Guide)

1 vCD:
1. Before installing vCD, log into the (RHEL) vCD server
2. Recommended¢ONBF S | & & dzLILI2 NImkdir pgNdrt & LINB LJE RANB OG 2 NB Y

3. Run appropriate keystore commands based on your org security policy (signed vs self-signed) to
create http and remote console proxy certificates
a. Forself-signed, type: keytool T keystore certificates.ks T storetype JCEKS i
storepass  passwd 1keyalg RSA T alias http (once run, rerun cmd changing http
to consoleproxy )
b. Reference Step #3, pg. 17, vCD1.5 Install & Config Guide for assistance in user input required
1 VSM
1. Loginto VSM web Ul
2. Settings & Reports > Configuration > SSL Certificates > Generate CSR & supply required info
3. Once .csr comes back from a CA as a .cer, go to same SSL Certs area & Import the .cer then Apply

Import Self-Signed or CA Issued Certificates (pg. 19, vCD1.5 Install & Configure Guide)
91  Once the .cer file is received from a trusted CA, use SCP tool to place file on vCD VM (i.e. in support

directory)
91 Import each .cer into the keystore file
1. CArootcert: keytool - storetype JCEKS i storepass  passwd T keystore
certificates.ks Timport 71 alias root 1 file root.cer
2. httpcert: keytool - storetype JCEKS i storepass  passwd T keystore
certificates.ks Timport Talias http T file http.cer
3. console proxy cert: keytool - storetype JCEKS I storepass  passwd T keystore

certificates.ks Timport T alias consoleproxy 1 file consoleproxy.cer



Add Additional vCenter Servers to a vCloud Director Implementation (pg. 16, vCD1.5 Admin Guide)
1 Log into vCD via browser
1 Select Manage & Monitor tab > vCenters (in left pane)
1 Select Attach New vCenter to launch the wizard & supply requested vCenter & VSM information

Configure Licensing for vCloud Director & vShield Manager

T vCD
1. After installing vCD, log into vCD web Ul for 1* time; one of the config items is to enter a license
1 VSM

1. InvCenter >Home > Licensing
2. Report View > Asset
3. Rt-click vShield Asset > Change License Key

SECTION 2ADMINISTER USERS, ROLES, & PRIVILEGES IN VCLOUD
2.1 ¢ Create Roles & Apply Privileges to Roles In vCloud
Identify vCloud Director Predefined Roles & Their Specific Privilege Levels (pg. 107-110, vCD1.5 Admin Guide)

v V] = All Rights
»[v] (3 vApp
V| [0 Catalog
»[¥| ] Cataleg Item
»[¥| (1 Organization
»[¥| (] Organization vDC
»[v] 3 user
»[¥| [0 General

System Administrator ¢ has all rights listed above; only user who can create new & modify existing roles

Organization Administrator ¢ has same rights as Sys Admin except ability to create custom or modify

existing roles

| Catalog Author ¢ has all vApp, Catalog, & Catalog Item rights SE OS LJi W/ K| y I B\ppl&s y SN NR 3 k
Catalog2 NJ W+ A S ¢ t dz&dtalogrontainet; hofOek, ®eg UDC, Usgr, or General rights

=A =4

¥|_| 5 Organization
|| Edit Organization Properties
|| Edit SMTP Settings
|| Edit Quotas Policy
|| view Organizations
|| Edit Organization Network Properties
|| View Organization Networks
|| Edit Leases Policy
|| Edit Password Folicy
¥|_| = Organization vDC
[| view Organization vDCs
¥| |5 User
|| view Group [ User
v|_| = General
|| send Notification
|| Administrator Control
|| Administrator View

1 vApp Author ¢ same vApp rights as Catalog Author but less rights otherwise (see below); no Org, Org vDC,
User, or General rights



(M| ] vApp
v |m| = Catalog
|_| Create / Delete a new Catalog
|| Edit Catalog Properties
[¥] Add a vApp from My Cloud
|| Publish a Catalog
|| Share a Catalog
[¥] view Private and Shared Catalogs
|| view Published Catalogs
|| Change COwner
¥ M| = Catalog Item
|| Edit vApp Template / Media Properties
|| Create / Upload a vApp Template / Media
|| Download a vApp Template
[¥] Copy / Move a vApp Template / Media
[] view vaApp Templates / Media
[¥] Add te My Cloud

9 vApp User - no Catalog, Org, Org vDC, User, or General rights; minimal vApp & Catalog Item rights
91 Console User ¢ only rights are Wccess to VM Console(® Wlanage VM Password SettingsCin the vApp
container

List the Steps to Create a Custom Role in vCD
1 No steps listed in any vCD1.5 Guides; only the vCD System Admin can create custom roles
1. LoginvCD as Sys Admin
2. Click Administration tab > Roles (in left pane)
3. Click New
4. Add name & (opt) description & select rights for the new role

Identify Operations That Can Be Performed on Predefined Roles
91 All predefined roles can be modified except for the System Admin role
1 Know what rights belong to which pre-defined role

Identify the Types of Users That Can Be Granted Access to vCloud
9 Local users created within vCD and assigned pre-defined (or custom) role
9 LDAP users and assigned pre-defined (or custom) role
9 LDAP groups (local groups cannot be created in vCD)

Explain the Purpose of a Custom Role
1 Simply, if a pre-defined role has more privileges than wanting to give a user or group, creating a custom
role is most beneficial solution

Determine When to Create a Custom Role
91 Based upon the needs of a given organization and the previous bullet comes into play

GivenanEnd-l aSNRA& W20 5SAONARLIIAZ2YS 5SUSNYAYS 2KAOK w2t S 2 2dz
1 Ithink this comes back to knowing the privileges assigned to each pre-defined vCD role, then based on
what a user needs, granting that role to the user
1 Samples:
CSP Cloud Admin = vCD Sys Admin
Org (tenant) Exec or IT Mgr/Admin = Org Admin
Dept Mgr = Catalog Author
5SLI &t SFRe T @ LI ! dzi K2 NJ
General user = vApp User
Vendor = Console Access

ok wnPE



Validate the Functionality Allowed By a Newly Created Role
9 Easiest way is simply to log in to the web (org) Ul of the new user and validate what is shown

Select Specific Access Rights in a Security Role
1 Loginto vCD web Ul

1 Administration tab > Roles, then rt-click role > Properties & deselect/select rights for the given role

Troubleshoot Common Customized Role Access Issues

f L R2y Qi GKAYy]1l GKAA& ikgroletoychangiadityeFole i6r2a MsEr asineéded/ Y2 RA F &

2.2 ¢ Configure AD/LDAP Integration in vCloud

Identify AD/LDAP Infrastructure Components (pg. 93-96, vCD1.5 Admin Guide)
T b2 NBIf WwWO2YLRyYySyiaQ 0SaARSa (GKS [5!t
the query
1. Enter LDAP (AD) server and an AD acctwithali f S| & (i permBsior¥/td FuerRAQ
9 vCD does not change AD attributes, etc.

Configure Open LDAP With vCD
1 Loginto vCD web Ul > Administration tab > LDAP (in left pane)
91 Add appropriate LDAPS server settings

Configure Active Directory With vCD
1 See 1* bullet above (may want to add Kerberos but not required)

Test Connectivity to External LDAP
1 While in vCD web Ul > Administration tab > LDAP, select Test LDAP Settings
9 Enter an LDAP user account, then Test button

Import Users & Groups From External LDAP
1 Users:

1. Loginto vCD web Ul > Administration tab > Users > select the Import From LDAP icon t
2. Type part of name, then Search Users button
3. Select the user, click Add, assign a role to the user, then click OK
1 Groups:
1. Same as Users, but go into Groups instead of Users

Troubleshoot Common LDAP External Connectivity Issues

f 'RRAY3I [5!t Aa LINBGGe olFlaradz AT GKS wiSadQ Aa

typically logging out of vCD then logging back in to remove session cache will resolve this

aSNWSNI G2

9 Other potential issue could be entering wrong LDAP user password, or wrong LDAP server hostname or IP

2.3 ¢ Configure & Administer vShield Edge

Identify Where to Set Firewall Rules Within vCloud Director
1 Loginto vCD web Ul > Manage & Monitor tab > Organization Networks (left pane)
1 Rt-click on the Org Network > Configure Services
9 Click the Firewall tab then select Enable

21
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Explain vShield Firewall Concepts As They Relate to a vCloud Environment
1 Provides isolation & security by controlling what traffic can enter or even exit the source network (Org or
vApp Network)
1 The default Firewall policy allows all outgoing traffic & no inbound traffic except for replies to outbound
9 Provides Load Balancing & VPN capability (requires license)
1 vShield Edge has 2 vNICs for routing (internal & external interfaces)

Determine Which Firewall Rules Need Applied or Modified
9 This will be case-by-case
91 Port(s) needed?
1 IP(s) allowed

Identify Ordering For Firewall Rules
1 Rules are applied as they appear in the list, from top to bottom
1 To modify the list, simply click & drag a rule up or down in the list

Enable/Disable Firewall
9 See the first item in this Objective
9 The procedure to Disable an Edge Firewall is to simply deselect Enable in the Firewall tab

Add/Modify/Delete Firewall Rules

1 Add:

1. Inthe Firewall tab > click the Add button

Enter a Name
Choose a traffic direction (inbound/outbound)
Enter the Source IP and/or Port, and Destination IP and/or Port
Select the Protocol and Action (Allow/Deny), then select Enabled & (opt) Logging box; click OK when
done
1 Modify

1. Inthe Firewall tab, select the rule then click the Edit button

2. Modify properties described in the steps listed just above
1 Delete

1. Inthe Firewall tab, select the rule then click the Delete button

abrowd

Determine Which vShield Devices Impact a Given Service
91 Edge ¢ NAT, VPN, DHCP, Firewall
1 App ¢ ahypervisor module and internal vNIC-level Firewall Virtual Appliance
9 Endpoint ¢ offloads antivirus & antimalware to a dedicated 3" party Virtual Appliance
9 Data Security ¢ provides visibility into sensitive data

Verify Firewall Rule Operation
9 This is nothing more than testing communication from within a VM the Edge Firewall is securing

Troubleshoot Common Firewall Service Issues
M Check Firewall rule order
9 Verify Firewall rule direction is accurate
9 Firewall rule enabled

SECTION3 CONFIGURE & ADMINISTER VCENTER CHARGEBACK

3.1 ¢ Configure & Administer vCenter Chargeback Roles & Privileges



Identify vCenter Chargeback Permissions (pg. 36, vCB2.0 UserQ Guide)
Create

Read

Update

Delete

Entity Cost Modify

=A =4 -4 -4 -9

Identify Resource Types (pg. 36, vCB2.0 UserQ Guide)
vCenter Server

vCenter Server Entity

Data Collector

LDAP Server

SMTP Server

(Chargeback) Hierarchy

Chargeback Hierarchical Entity

Attribute

Tier

Cost Model

Cost Template

Fixed Cost

Report

Schedule

Role

Billing Policy

Automatic Report Scheduler

Screenshot below identifies Permissions (columns on right) & Resource Types (far left column):

=4 =8 =4 =8 A -8 a8 A8 -a - h s oa e

¥ Create Role 7 X

Role Mame™ I 'ﬁ'

Role Description I

Resource Name Create Read Update Delete = Other
WMware vCenter Server
Hierarchy

Chargeback Hierarchical Entity [ Ecm=
Cost Model
Cost Template
Fixed Cost
Billing Policy
Report
Schedule

Automatic Report Scheduler

[ e e B i e R B R A R |
[ e e B i B R B R A R |
[ e e B i e R B R A R |
[ e i B e B B e R A R |

Tier ™ Ecm=

*ECM - Entity Cost Modify Privilege

Create I

1 Ithought it important to also be aware of a few Resource Type dependencies vCB has:

Parent Resource Dependent Resources
Cost Model Billing Policy and Fixed Cost
Cost Template Fined Cost

Schedule Report

Automatic Report Scheduler Schedule




1. The dependent resources listed get the Dependent Resource Update or Read permission depending
on what permission is granted at its Parent; if the Parent has Update, then the Dependent resource
gets Update; if the Parent has Read, the the Dependent resource gets Read

Identify Resources That Cannot Be Manually Assigned Permissions (pg. 37, vCB2.0 UserQ Guide)

=A =8 =4 -4 -4 -4 A

vCenter Server Entity
Data Collector

LDAP Server

SMTP Server
Attribute

Role
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Identify Default vCenter Chargeback Roles (pg. 38-42, vCB2.0 UserQ Guide)

Role Mame =

Super User

Administrator

Hierarchy Manager

Report Generator

vCenter Guest User

Mo Access

Dependent Resource Update

Dependent Resource Read

Super User

FNB y2i

RAALX I &

1. Hasall rights, except only has Entity Cost Modify permissions on Chargeback Hierarchical Entity & Tier
Administrator ¢ this & Super User are only roles with ability to create users

1. Read access on Data Collector

2. No access on SMTP Server

3. Remaining permissions are same as Super User
Hierarchy Manager

1. Read access on vCenter Server

2. No Access on ¢ Attribute, Data Collector, LDAP Server, SMTP Server, Tier

3. Access to everything else, except Entity Cost Modify permission on Chargeback Hierarchical Entity

only
Report Generator

1. Read access ¢ Chargeback Hierarchy, Chargeback Hierarchical Entity
2. No access ¢ Attribute, Data Collector, LDAP Server, SMTP Server, Tier, vCenter Server
3. Access to everything else, except Entity Cost Modify permission on Chargeback Hierarchical Entity

only
vCenter Guest User

1. Read ¢ vCenter Server, Hierarchy, & Chargeback Hierarchical Entity

2. No other access

Dependent Resource Update

1. Create, Read, Update ¢ Fixed Cost

2. Read, Update ¢ Billing Policy, Report, Schedule

3. No other access

Dependent Resource Read

1. Read ¢ Billing Policy, Fixed Cost, Report, Schedule
2. No other access

No Access

1. No defined permissions

2. Canonly be assigned to Chargeback Hierarchical Entity
NOTE: vCB System roles can not be edited
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Create/Modify/Delete a Role (pg. 43, vCB2.0 UserQ Guide)
1 Create:
1. LogintovCB Web Ul
2. Users & Roles tab > Roles
3. Click Create
4. Enter arole name, description, required permissions, then click Create
1 Modify:
1. Loginto vCB Web Ul
2. Users & Roles tab > select role, click Edit
3. Modify desired information then click Save
91 Delete:
1. LogintovCB Web Ul
2. Users & Roles tab > select the role to remove and click Delete
1 NOTE: A custom role can have any permissions for any resource type except:
1. Can only have Read permission on vCenter Server Resource
2. Keep in mind the Resource Types permissions cannot be assigned as noted above (vCenter Server
Entity, Data Collector, LDAP Server, SMTP Server, Attribute, & Role); those Resources do not show in
the list when creating/modifying a role

Determine When a New Role Should Be Created
1 Simply when pre-defined roles give more permissions than what is required

Associate a Role To a User (pg. 49, vCB2.0 UserQ Guide)
1 Loginto Web Ul
9 Roles & Users tab > click Permissions
1  Select the user in the table listing (center) > Set/Reset Role (select from drop-down), then click Apply
1 NOTE: Super User role cannot be applied to a LDAP user or group

Troubleshoot Common Permission Issues
T L¥ + [5!'t dzaASNJ KIFa Wa&alLISOA IntbvCEéctedstiillnépihdetach speciell KA & dza SN
OKI NI OGSNJ g6AGK 'y dzyRSNEO2NB o6WyPQou
9 IfaLDAP user has special, or non or extended-ASCII characters, log on attempts to vCB may fail
1 Not much else really noted in the vCB2.0 Users or Best Practice/Troubleshooting Guides

3.2 ¢ Configure & Generate vCenter Chargeback Reports

Identify vCenter Chargeback Report Types (pg. 95-98, vCB2.0 UserQ Guide)

9 Cost Report ¢ provides cost & utilization information for each compute resource for the hierarchy or
entity on which the report is generated, based on the cost configured in the hierarchy & the cost model
selected during report generation
1. Report Summary

a. Name

b. Description

c. Bill Date

d. Hierarchy

e. Chargeback Model ¢ not displayed for Usage Report
f.  Report Addressed To

g. Total Charges ¢ not displayed for Cost Comparison Report
2. Chargeback Cost Summary ¢ not included in Usage Report
3. Chargeback Resource Summary ¢ contains following three graphs in a Cost Report (no graphs
displayed for Cost Comparison or Showback Reports)
a. Cost per Resource
b. Cost per Child Entity



c. Usage per Child Entity
4. Chargeback Cost Details
1  Usage Report ¢ similar to Cost Report except provides only compute resource utilization data
1. Report summary same as Cost Report with some exceptions (see section 1, Report Summary above)
2. Chargeback Resource Summary ¢ only Usage per Child Entity shown
1 Cost Comparison Report ¢ compares costs for each resource & entity based on two different cost models
1. Report summary same as Cost Report with some exceptions (see section 1, Report Summary above)
1 Showback Report ¢ helps analyze how costs are distributed among entities based on specified distribution
policy
1. Report structure same as Cost Report with some exceptions

Identify Components of the Reporting Dashboard (pg. 120-122, vCB2.0 UserQ Guide)
1  Graph display for resource cost & usage for a hierarchy or entity for last 30 days excluding current day
9 Dashboard displays 3 charts
1. Cost per Resource
2. Cost per Child Entity
3. Cost per Day
91 Option to view Top N reports:

1. Top N most expensive VMs

2. Top N least expensive VMs

3. Top N CPU consuming VMs

4. Top N Memory consuming VMs
5. NOTE: N =10, 20, or 50

Given a Reporting Requirement, Determine What Report Type Should Be Run
1 Ithink this is nothing more than knowing the Report Types listed above; review what each report
generates

Schedule Reports (pg. 106-108, vCB2.0 UserQ Guide)
1 Loginto Web Ul > Reports tab > Create Reports (if not already done so)
9 Set Report parameters (Cost Model, Compute Resources), click Schedule parameter desired > then Next
1. Report Creation Time
2. Recurrence Pattern ¢ Daily, Weekly, Monthly, Quarterly, % Yearly, Yearly, Custom
3. Range of Recurrence (then Next)
9 Finish the remaining report parameters (Report Summary & Details items), then Submit

Manage Archived Reports (pg. 113 to Create, pg. 115 to Manage in vCB2.0 UserQ Guide)
1 Loginto Web Ul > Reports tab > Archived Reports, then click the desired report name to open it
1 Export
1. Select the report output type (.rtf, .pdf, .csv ¢ LIRARE )
2. Click Download, then Save or Open the document
T Email
1. Select the Email This Report icon &
2. Fillin email details, then click the Send button
1 Delete
1. Reports tab > Archived Reports
2. Click next to the Report name (noton Reportname)s G KSy WNB Rcon>NR aaQ o
3. Confirm the action by clicking OK
1 Advanced Search
1. Reports tab > Archived Reports, then click Advanced in upper right corner
2. Enter search parameters and filters (see below), then click Search button
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Parameter Description

Mame of Report Mame or part of the name of the report. You can either search for reports that
have the specified name or the ones that do not have the specified name.
Hierarchy name Name of a chargeback hisvarchy. You can search for all the reports that are

genarated on a hisrarchy or any of its entities by spedifying the name of the
hierarchy. You can also search for reports that are not generated on a
spedified hisrarchy or any of its entities.

Created by user You can search for reports created and archived by a specificuser or the ones
that are not created by the specified user.

Cost Model You can search for reports that are generated by using the specified cost
model or the ones that are not generated by using the specified cost model.

Entity Name You can s=arch for reports that are generated on the spedified enfity or the
ones that are not generated on the specified entity.

Humber of entities: Theruamber of entities for which the report is penerated. Thisis avalue range.

The search result inchudes reports that have total number of entities in the
speciied range.

Total cost in report The value of fotal cost in the archived reports. This is a value range. The
search result inchudes reports that have total cost in the spedified range.

Generate Custom Reports
1 Ithink this resembles report creation process; nothing in the Guides on specifics of this

3.3 ¢ Configure & Manage vCenter Chargeback Cost Elements

Identify vCenter Chargeback Cost Elements (pg. 67, vCB2.0 UserQ Guide)
Chargeable Computing Resource

Base Rate

Rate Factor

Fixed Cost

Billing Policy

Cost Model

Cost Template
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List Cost Elements Attributes (pg. 68-69, vCB2.0 User@ Guide)
91 Chargeable Computing Resource ¢ any computing resource that must be accounted for when calculating
IT operational costs
1. CPU measured in GHz
Memory measured in GB
Network bandwidth measured in GB/hour
Storage measured in GB
Disk Read & Write measured in GB/hour
. VCPU number in VM
NOTE: If vCD/VSM Data Collectors are installed, then following resources also accounted for:
7. Count of Networks belonging to an organization or vApp
8. NAT Service enabled or not
9. Firewall Service enabled or not
10. IPSec VPN Tunnel Count enabled (number of)
11. External Network Transmit & Receive measured in MB
12. External Network Transmit & Receive Rate measured in MB/hour
91 Base Rate ¢ global rate wanting to charge for a unit of chargeable compute resource used, reserved, or
allocated for a specific duration; sample base rate values:
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Chargeable Resource Unit Duration Base Rate (§)

CPU SHz Hourly 0.0399
Memory GB Hourly 0.0048
Network Received and Transmitted GB/hour Hourly 0.0008
Storage GB Hourly 0.0013
Disk Read and Write GB/hour Hourly 0.0008
vCPU Count Hourly 0.04

1. The Duration is configurable (hourly, weekly, monthly, quarterly, 1/2yr, year)
2. Base rate precision value = 4 digits
1 Rate Factor ¢ multiplication factor used with the base rate to calculate the charge for a unit of chargeable
compute resource used or allocated for a specific duration
1. Useful when wanting to charge hierarchy entities differently
2. Value can be between 0 & 999.99 (precision up to 2 decimal places); sample rate factors/base rates:

Chargeable Resource Base Rate ($) Rate Factor Total Charge ($)
CFU 0.0399 11 0.0439

Memory 0.0048 11 0.0053

Network Received and Transmitted 0.0008 1 0.0008

Storage 0.0013 1 0.0013

Disk Read and Write 0.0008 0.75 0.0006

vCPU 0.04 1 0.04

9  Fixed Cost ¢ a definite cost that can be charged for an entity, recurring or one-time costs
1. Recurring ¢ periodic for specific resources; e.g. maintenance costs
2. Specific to an entity ¢ i.e. real estate cost for storage
3. One-time ¢ cost charged for a provided service; e.g. VM provisioning fee or VM Guest OS fee
9 Billing Policy ¢ determines cost types & amount of chargeable compute resources units considered for
calculating chargeback cost (see next Heading below for default policies)
1. ONLY accounts for amount of resource consumed, reserved, or allocated during the report duration
1 Cost Model ¢ defines base rates for chargeable computing resources, currency, billing policy used for
calculating the total cost, & other costs
1 Cost Template ¢ entity-specific cost configuration details; rate factors for chargeable compute resource &
the fixed costs

Describe Default Billing Policies & Cost Models (pg. 70-72, vCB2.0 UserQ Guide)
9 Default Billing Policies:

-Select a Biling Policy-

Actual Usage
Allocation Based
CPU Reservation
Fixed Cost
Fixed Cost and Actual Usage
Fixed Cost and Allocation
Fixed Cost and CPU Reservation
Fixed Cost and Maximum of CPU Usage and CPU Res|
Fixed Cost and Maximum of Memory Usage and Mem
Fixed Cost and Maximum of Usage and Reservation
Fixed Cost and Memory Reservation
Fixed Cost and Reservation
Fixed Cost and vCPU Count and Memary Size
Maximum of CPU Usage and CPU Reservation
Maximum of Memory Usage and Memory Reservation
Maximum of Usage and Reservation
Memory Reservation
Reservation Based
YMware Cloud Director Biling Policy - Actual Usage
YMware Cloud Director Biling Policy - Allocation Pool
WMware Cloud Director Biling Policy - Networks
WMware Cloud Director Biling Policy - Overage Alloca
WMware Cloud Director Biling Policy - Pay As You Go
WMware Cloud Director Biling Policy - Pay As You Go
YMware Cloud Director Biling Policy - Reservation Po
vCPU Count and Memory Size




9.

10.
11.

12.

13.

14.
15.
16.
17.
18.
19.

20.

NOTEY ¢ KSNB | NB NI 5 HillihgPolidies, BuOdyB dz0 8 3G &t 2 ZFG KS

Fixed Cost ¢ only fixed costs associated with an entity in the hierarchy is considered for billing; actual

usage is ignored

Actual Usage ¢ actual usage of the compute resource of the VM is determined; total cost is calculated

by base rate & actual units of the compute resource used

Reservation Based ¢ amount of CPU or Memory reserved along with utilization of other resources

used to calculate total cost

Allocation Based ¢ amount of user-defined allocation units of compute resource for the chargeback

entities; allocation units along with base rate is used to calculate total cost

CPU Reservation ¢ reserved CPU capacity along with utilization of other resources used to calculate

total cost

Memory Reservation ¢ reserved Memory capacity along with utilization of other resources used to

calculate total cost

Maximum of Usage & Reservation ¢ max amount of CPU & Memory used & reserved along with

utilization of other resources to calculate total cost

a. NOTE: If amount used is higher than the reservation given, then the actual amount used is used
for cost calculation (i.e. the highest of the 2 is used for cost calc, but at least the reserved amt)

Maximum of CPU Usage & CPU Reservation ¢ same as #8 but only for CPU

Maximum of Memory Usage & Memory Reservation ¢ same as #8 but only for Memory

Fixed Cost & Actual Usage ¢ fixed costs associated with the entity & actual compute resource

utilization to calculate total cost

Fixed Cost & Allocation ¢ fixed costs associated with the entity & user-defined allocation units of

compute resources to calculate total cost

Fixed Cost & Reservation ¢ fixed costs associated with the entity, reserved CPU & Memory, & actual

utilization of other compute resources to calculate total cost

Fixed Cost & CPU Reservation ¢ same as #13 but only for CPU

Fixed Cost & Memory Reservation ¢ same as #13 but only for Memory

Fixed Cost & Maximum of Usage & Reservation ¢ combination of #2 & #8

Fixed Cost & Maximum of CPU Usage & CPU Reservation ¢ same as #16 but only for CPU

Fixed Cost & Maximum of Memory Usage & Memory Reservation ¢ same as #16 but only for Memory

VvCPU Count & Memory Size ¢ total vCPUs & Memory allocated to a VM, and utilization of other

compute resources to calculate total cost

Fixed Cost & vCPU Count & Memory Size ¢ same as #19 in addition to fixed costs

NOTE ¢ If vCD Data Collector is installed, then the following policies are also available

21.

22.

23.

24.

25.

26.

217.

vCD Billing Policy ¢ Actual Usage: user-defined allocation units of Networks, IPSec VPN, NAT, DHCP, &
Firewall services; for all other compute resources actual usage is considered considered for cost
calculation

vCD Billing Policy ¢ Allocation Pool: actual usage for External Network Transmit & Receive; all other
compute resources user-defined allocation units are considered for cost calculation

vCD Billing Policy ¢ Overage Allocation Pool: calculates overage cost for CPU based on actual usage &
Memory on allocation; External Network Transmit/Receive actual usage considered; other compute
resources user-defined allocation units considered for cost calculation

vCD Billing Policy ¢ Reservation Pool: actual External Network Transmit/Receive usage; all other
compute resources user-defined allocation units considered for cost calculation

vCD Billing Policy ¢ Pay-As-You-Go Fixed Charging: same as #23, but with fixed costs on entities as
well

vCD Billing Policy ¢ Pay-As-You-Go Resource Based: user-defined allocation units for vCPUs &
Memory only if VM is powered on, as well as as same as same as #23

vCD Billing Policy ¢ Networks: same as #23

Cost Model ¢ defines base rates for chargeable computing resources, currency, billing policy used for
calculating the total cost, & other costs (guest OS, vServices (i.e. HA/FT), VM create/delete costs)

1.

Default Chargeback Cost Model

NOTE ¢ If vCD Data Collector is installed, then following cost models also provided:

2.

vCD Actual Usage Cost Model
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vCD Allocation Pool Cost Model

vCD Overage Allocation Pool Cost Model

vCD Reservation Pool

VCD Pay-As-You-Go ¢ Fixed Charging Cost Model

VCD Pay-As-You-Go ¢ Resource Based Charging Cost Model
vCD Networks Cost Model

N OA®

Create/Edit Billing Policies (pg.83-y n = @/ . ndn ! aSNDa DdzA RSO
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Create:

1. Loginto the vCB Web Ul > Manage Cost tab > Billing Policy > Create button
2. Provide a Name and (opt) Description

3. Click the Expression tab & select a resource & a defined attribute for it

4, wSLISHG T2NJ S OK NBYFAYAy3d NB&a2d2NDS hw AT GKSNB

select All Other Resources from the Resource drop-down & then the defined Expression desired

Aa
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individually, then the All Other Resources option must be selected and defined with an Expression
Edit:

1. Log into the vCB Web Ul > Manage Cost tab > Billing Policy > Edit button

2. Modify areas as needed

3. When complete, click Save

4. NOTE: Can not edit System Billing Policies

Manage Cost Models (pg. 73-77Z @/ . H®n | aSNRA DdzA RSO

il

Cost Model ¢ defines base rates for chargeable computing resources, currency, billing policy used for
calculating the total cost, & other costs (guest OS, vServices (i.e. HA/FT), VM create/delete costs)
1. Default Chargeback Cost Model
NOTE ¢ If vCD Data Collector is installed, then following cost models also provided:
2. VvCD Actual Usage Cost Model
vCD Allocation Pool Cost Model
vCD Overage Allocation Pool Cost Model
vCD Reservation Pool
vCD Pay-As-You-Go ¢ Fixed Charging Cost Model
vCD Pay-As-You-Go ¢ Resource Based Charging Cost Model
8 vCD Networks Cost Model
Creating different Cost Models allows for cost comparison or to charge differently for a set of entities or
hierarchies
Create:
1. Loginto vCB Web Ul > Manage Cost tab > Cost Models > Create button
2. Provide a Name & (opt) Description, as well as Currency type
3. Select the Billing Policy tab
a. Choose dates the billing period is effective (Update From Now Onwards is default)
b. Set the Billing Policy type
4. Select Base Rates tab
a. Choose dates the rates are effective (Update From Now Onwards is default)
b. Set the base rate & duration for each compute resource
NOTE ¢ If no rate is entered, a default rate value of 0 is used
5. Select the Other Costs tab
a. Enter remaining settings as needed, then click Create
From the Tools menu in upper right of the vCB Web Ul, select Base Rate Calculator to help calculate base
NFGSa F2NJ/t! X aSY2NES FyR { (2N} 3S 0LINEROSRdIz2NB
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Edit Cost Configuration of an Entity (pg. 86-872 @/ . H®n | &SNR& DdzA RS0
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Configure Cost tab > Edit Entity Cost, select the Hierarchy from the drop-down, then click on an Entity
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On the right side, select the Cost Model from the drop-down and the duration (default = Update From

Now Onwards)

Enter rates in the Rate Factor tab

1. IfaCost Template was selected, Rate Factors from the Template are used, but the values can be
modified

2. Click Update Rate Factors button when complete

Click the Fixed Costs tab

1. Select desired cost from the drop-down then click the Add To The List link

2. Check the box to Propagate if needed, then choose options (All Descendents, Immediate Children;
then All, VMs, Hosts, or vVApps)

3. Click Update Fixed Costs button when complete

Click the 3" tab to Enable/Disable Billing (is Enabled by default), then click Update Billing button when

complete

Manage Physical Infrastructure Costing (pg. 88-pm X @/ . H®n) | ASNRA& DdzA RS
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Rate Factors can be defined at the Host & Cluster or Datastore levels

When generating a report on a hierarchical entity or hierarchy, vCB checks if any entity-specific cost config

is set for the selected Cost Model & uses that; if no cost config details are set, then vCB checks whether

Rate Factors are set at the Host & Cluster or Datastore level for the VMs on which the report is being

generated

To set Rate Factors on Physical Entities:

1. Configure Cost tab > Edit Infrastructure Cost

2. Select entity(ies) from the drop-down menu (Host & Cluster or Datastores), then select an Entity

3. Choose the Cost Model, Duration, then enter Rate Factor info

4. Click Update Rate Factors button when complete

For Datastore Tiers/Rating ¢ rates can be placed on individual Datastores or Tiers (groups of Datastores)

Rates can also be defined for VM Storage Profiles which is then assigned to all Datastores in the Profile

Cost Calculation:

1. vCB 1% checks for a cost config on the Datastore

2. If#1isnot defined, vCB then checks for cost config on a Tier

3. IfaDatastore is in more than 1 profile, then the highest Rate Factor of all the profiles the Datastore is
inis used

4. If a Datastore is in more than 1 profile and no rate is created for each, then a default value of 1 is
used

5. If a Datastore is in more than 1 profile and only one profile has a user-defined rate, then that rate is
used even if thatrateis < 1

Create Datastore Tiers

1. Configure Cost tab > Edit Infrastructure Cost, then select Datastores from the drop-down
Click the Create Tier button at the bottom (left pane), then enter a label for the Tier

2.
3. Click anywhere outside the Tier label box i 2 Wal §SQ (GKS Ay T2 oLINBaaiAy3
4

To place a Datastore in a Tier, rt-click on a Datastore in the Ungrouped Tier and select Move This

5F0Faid2N8 (2 ! y2G0KSNJI ¢ASNI 6y2GKAy3a gAftf &SSY

5. Rt-click on the Tier you want to move the Datastore to and select Put the Datastore/Storage Profile in
This Tier

6. Repeat for remaining Datastores you want to move

To set Rate Factors on individual Datastores or Tiers, click on the entity and follow the steps listed in the

3" pullet just above

Manage Pricing Matrix For Virtual Machines (pg. 91-pn = @/ . H®n | &SNR& DdzA RS0

|l

Create Price Matrix for VMs
1. Configure Cost tab > Edit VM Instance Cost
2. Click the Create button at the bottom
3. Select to Apply to All Hierarchies or specific one
a. Define the Hierarchy Name & Entity Selection Criteria is specific is chosen
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b. Add & Delete Rows as necessary
4. Inthe VM Instance Matrix section, first click Add to create a new row then enter the required vCPU
count, Memory value (click in the Memory column), Cost, & Duration
5. Click the Create button when complete
If/when multiple matrices are added, you can change the list priority by selecting a matrix then clicking
the Move Up or Move Down link
To Delete a matrix, select it then click the Delete button

3.4 ¢ Troubleshoot Common vCenter Chargeback Issues

Collect Logs

il

Two ways:
1. Start menu > Programs > VMware > VMware vCenter Chargeback > vCenter Chargeback Manager
Tools and click Collect vCenter Chargeback Manager Logs
a. A CMD Prompt window opens
b. Enter log destination folder
c. Select whether to collect Application & System Event logs should be collected & if additional Data
Collectors were installed aside from those installed during initial vCB installation
d. Press any key to exit the utility

[5+] C:\ProgramData\Microsoft\Windows\Start Menu\Programs\VMware\VMware vCenter Chargeback\vC... [_ O]

Welcome to TroubleShooting Utilityttt u
Enter the destination folder where you want to collect the logs? C:\Support
Do you wish to collect System Event Logs{y- n}>?

H Rppllcatlun and System event logs will be collected as part of log collec

L

LETTY yuu installed additional Data Collectors on this server apart from theose in
stalled during vCenter Chargeback installation? n
iCollecting sustem logs
Collecting the wvCenter Chargeback Server configuration information : C:\Program
Files <x86>“UMware“UMware vCenter Chargeback\apache-tomcat“conf
Collecting the Load Balancer configuration information : C:nProgram Files (xB6 )4
UHuwaresUMuare vCenter Chargeback<fApache2.2%conf
Collecting the Data Collector configuration information = C:\Program Files (x862>
“UMuare UMvare vCenter Chargeback\DataCollector—Embeddedsclasses
Collecting the Installer configuration information : C:“\Program Files (x86>“UMua
re“UMuare vCenter Chargeback:\Config.xml
Collecting the uvCenter Chargeback configuration information : C:\Program Files ¢
x86 > \UMuware\UMuware uCenter Chargehackrapache—-toncatsuwehappsuwCenter—CB\WEB—INF\c
lasces

iCollecting the uvCenter Chargeback application log : C:“Program Filez {(x86>“UMuaw
e~ UHware uvCenter Chargebackrapache-tomcat>logs

Collecting the Load Balancer log : GC:“\Program Files (x86)“UMware-UMuare uCenter
iChargehack~Apache2.2%logs

iCollecting the Embedded vCenter Data Collector log :

re~UHuware vCenter Chargehack>DataCollector—Embedded>log:

iCollecting the Installer log : C:“Program Files (xsﬁ)\UHuaxe\UHuale vCenter Char|
igebacksUMuare_vCenter_Chargeback_InstallLog.log

iCollecting the Embedded vCloud Director Data Collector log : C:sProgram Files (x|
gﬁi\UHwaPe\UHuare vCenter Chargeback“UMware Cloud Director DataCollector—Embedde
Slogs

Collecting the Embedded wS8hield Manager Data Collector log : C:sProgram Files (x
86> \UMuare~VMuare vCenter Chargeback>wS8hield Manager DataCollector—Embedded~logs

Collecting the event tahles from the wCenter Chargeback Database
Press any key to continue . . -

2. OpenaCMD Promptand cd to C:\ Program Files (x86) \ VMware\ VMware vCenter
Chargeback \ vCenter - CD Tools \ troubleshooting \ bin and run the vCenterCB -
support.bat  file

3. A.zipfileis placed in the folder you designated in the CMD window when the job is complete

Run Troubleshooting Utility

|l

See previous item

Explain Impact of vSphere Statistic Levels on Report Generation

il

If vCB Reports do not display Disk Read/Write Info, Memory Usage and Cost, or Network
Transmitted/Received Info, typically the reason is because the vCenter Server statistics collection level
must be set to 3 or higher

For vCenter 2.5U3 and U4, & vSphere 4.0 and later



Explain Impact on Local Firewall Settings on vCenter Chargeback Services
1 Ifunable to access the vCB Web UI, verify port exceptions are added in Windows Firewall, if it is enabled
91 Otherwise, simply make sure vCB services are running

Given a Service Failure, Determine Root Cause
1 Basically here, just know the vCB dependencies; some services depend on either the vCenter or vCB DB to
be able to run (vCB service start order; vCB Mgr DB Service, vCB Mgr Service, vCB Data Collector Service)
1 Isuggest referencing the Best Practices & Troubleshooting Guide for an overview of potential causes for
issues

SECTION 4CONFIGURE & ADMINISTER VCLOUD NETWORKING
4.1 ¢ Create & Administer vCloud External & Organizational Networks

NOTE: A couple of amazing resources | recommend reading before tackling this section is a blog post by Massimo
Re Ferré ¢ http://vexpert.me/dN and a 3-part vCD Networking Series posts by Duncan Epping ¢
http://vexpert.me/dS, http://vexpert.me/dT, http://vexpert.me/dU

Identify & Differentiate Types of vCloud Organizational Networks
9 External Organization Network ¢ Direct Connection
1. Accessible by multiple organizations; VMs from different organizations can connect to & see traffic on
this network
2. Provides direct Layer 2 connectivity outside of the organization and directly into the organization
3. Requires a configured External Network within vCD
9 External Organization Network ¢ NAT-Routed Percentage of Cluster
1. Accessible only by the organization
2. Provides controlled access to an External Network; System & Org Administrators can control NAT &
Firewall to make VMs accessible from the External Network
3. Requires a configured External Network & Network Pool
9 Internal Organization Network
1. Accessible only by the organization
2. Provides isolated private network to the organization that multiple internal vApps can connect to; no
connectivity can be made outside of or into this network
3. Requires a Network Pool

Create/Modify/Delete an External Network
9 Create (pg. 18, vCD1.5 Admin Guide):
1. Make sure you have a vDS PG created in vSphere beforehand (vSS or Cisco not supported); if VLAN
use is desired, it cannot be a trunk
2. Loginto the vCD Web Ul > Manage & Monitor tab
3. SelectExtSNY I f bSGg2Nyla Ay GKS tSFd LIyS FyR OftA01 GKS
4. Click the vCenter Server and the vDS PG used for the External Network, then Next
5. Enter Mask, Gateway, & IP Range info, then Next
6. Name the External Network & (opt) Description, then Next, then Finish
M
1.
2.

i odify:
Manage & Monitor tab > select the External Network > rt-click, then click Properties
Modify Name & Description or Network Specification as needed
3. NOTE: If Mask & Gateway need to be changed, a new External Network needs to be created
1 Delete:
1. Before you can delete an External Network, you must delete all organizations networks that rely on it

2. Manage & Monitor tab > select the External Network > rt-click, then click Delete


http://vexpert.me/dN
http://vexpert.me/dS
http://vexpert.me/dT
http://vexpert.me/dU

Create/Modify/Delete an External Direct Organization Network (pg. 51, vCD1.5 Admin Guide)
1 Create:
1. Make sure you have an External Network created first
Log into the vCD Web Ul > Manage & Monitor tab
Select Organizationb SG g2NJ) a Ay GKS fSTd LIyS FyR OftAO01 GKS !
Select an Organization, then Next
Select the network type (Typical ¢ select External, then Direct from drop-down; or Advanced ¢
External Direct-Connect), then Next
6. Select an External Network (deselect Only User Networks Accessible by This Org if needed), then Next
7. Type a Name and (opt) Description, then Next, then Finish
1 Modify:

a bk wn

1. Simply rt-click the External Org Network > click Properties
91 Delete:

1. Simply rt-click the External Org Network > click Delete
2. NOTE: Make sure no vApps (VMs) are connected to this network

Create/Modify/Delete an External NAT-Routed Organization Network (pg. 51-52, vCD1.5 Admin Guide)
T L gAft y24 32 2 @SN (KA 3Conhedt just dbdve) thelomySliffeiiehcOis t6 seldct2  / NB I (1 S
either Typical ¢ External, then Routed from drop-down or Advanced ¢ External Routed

1 Modify:
1. Simply rt-click the External Org Network > click Properties
71 Delete:

1. Simply rt-click the External Org Network > click Delete
2. NOTE: Make sure no vApps (VMs) are connected to this network

Create/Modify/Delete an Internal Organization Network (pg. 52-53, vCD1.5 Admin Guide)
T L gAft y24 32 2@BSNI (KA 3Conhedt just dbdve) thelomySliffeiiehcOis t6 seldct2  / NB I (1 S
either Typical ¢ Internal (deselect External option), or Advanced ¢ Internal
1. NOTE: There is a pre-requisite for this network ¢ a Network Pool must first be created

1 Modify:
1. Simply rt-click the External Org Network > click Properties
1 Delete:

1. Simply rt-click the External Org Network > click Delete
2. NOTE: Make sure no vApps (VMs) are connected to this network

Explain the Relationship Between External Networks & vSphere Port Groups
91 AnExternal Network is a logical differentiated network in vCD that is based on a vSphere Port Group.
Many Orgs can connect to the same External Network (i.e. vDS PG) for communication outside the Org
which may or may not have Internet connectivity

Explain the Purpose & Use Cases for External Networks
9 See previous item; basically, External Networks allow Orgs (specifically, the vApps/VMs within Orgs) to
connect externally to it, either to other Orgs or Internet or both

Explain the Relationship Between Organization Networks & vShield Edge

1  Two types of Org Networks use Edge ¢ External NAT-Routed and potentially Internal Networks (if DHCP is
needed)
Edge provides isolation & security by use of Firewall, NAT, DHCP, & VPN network services
So, when an Org needs external access yet traffic needs to be secure/isolated from other tenants (i.e.
Orgs), an Edge device needs to be placed between the Org & External Network to provide that
requirement. In addition, for an Internal Network, if DHCP is needed to disperse IPs to vApps/VMs, an
Edge device is needed

f
f



Explain Best Practices Related to Organization Networks (pg. 27-28/30, Architecting vCloud Whitepaper)
1  Use avDS where/when possible (not vSS)
1  Public Cloud considerations
1. Create two different Org Networks ¢ external and internal (private)
2. 9EGSNY I bSié2N] aKz2dZ R 68 w2dziSR dzaAy3a 9R3IAS F2NJ
3. Both the Internal & External Network should leverage the same VCDNI Pool
4. Use two separate IP Pool Ranges for Internal & External Networks
a. 8 Public IPs for External
b. Full Class C range of IPs for Internal
9 Private Cloud considerations ¢ same as Public with the following exceptions:
1. One External Network to enable an Org to access resources outside of vCD (i.e. to access LAN)
2. Follow the wizard, filling in the Mask & Gateway of the LAN, and giving a range of IPs from the LAN as
AGa atdzoftAO Lt t22fé O6NIy3aAS 2F on Lta Aa || adza3asSa

Given Organization Requirements, Determine Appropriate Organization Network Type
9 Thisis self-explanatory ¢ given a scenario, determine the appropriate network to configure for an Org.
This is really about knowing each network (Direct, Routed, Internal) & Network Pool type (benefits/limits)
T Irecommend reviewing Duncan 9 LJLJA I & Z‘finost in the 3-part vCD Networking series (links provided
at beginning of this Obj.)

4.2 ¢ Configure & Administer vCloud Network Pools

Describe the Concept of a Network Pool (pg. 19, vCD1.5 Admin Guide)
1 Agroup of undifferentiated networks available for use within an Org vDC to create vApp Networks &
External NAT-Routed or Internal Organization Networks
1 Network Pools are backed by vSphere resources ¢ VLAN IDs or PGs; also created with vCD Isolated
Networks

9 Traffic in a Network Pool is isolated at Layer 2 from other networks
9 OrgvDCs can have one Network Pool, but multiple Org vDCs can share the same Network Pool
9 Three Network Pool Types:

1. VLAN-Backed
a ! aLR2té 2F +[!ba FNB dzASR
b. PGsare automatically created by vCD as an Org uses this Pool, and a VLAN is assigned to the PG
c. Trunking is not supported
d. RequiresvDS
e. Limitations ¢ VLAN use; no vSS or Cisco vDS allowed
2. VvCD Network Isolated (VCDNI)
a. PGsare automatically created
b. Isolation occurs via Mac-in-Mac encapsulation
c. RequiresvDS
d. Limitations ¢ no vSS or Cisco vDS allowed; no VLANSs required (one recommended)T a ¢! O2y FA 3 QF
3. Port-Group Backed
a. Same as VLAN-Backed, but PGs need to be manually created and VLANSs assigned
b. Trunking is not supported
c. Canuse vSS, vDS, or Cisco Nexus 1000v
d. Limitations ¢ inflexible due to manual PG creation; VLAN use

Create/Delete a Network Pool (pg. 66-67, vCD1.5 Admin Guide)
1 Create
1. CNRY alyl3aS g az2yAi2NI GFro B bSiég2N] t22fa Ay (KS
2. Select which pool type to create:
a. VLAN-Backed ¢ at next screen type a range of VLAN IDs; select vCenterthenavDSX CA Y A a K
1) Provides best security, scalability, and performance for Org Networks



2) VLANSs used must be isolated at Layer 2
b. VCDNI ¢ at next screen type # of networks for the pool; type a VLAN ID (opt); selectavDSX CA Yy A a K
1) Best for use with vApp Networks
2) PGsnot need to be pre-created
3) Configure MTU size on physical infrastructure, vDS, and the VCDNI Network Pool
c. PG-Backed catnextscreena St SO0 @/ SYyGSNI g m 2NJ Y2NB t Dax CA
1) vDSis not required for this Network Pool type
2) PGs must either be physically isolated or isolated via VLANS
3) PGs must be available on each Host in the vSphere Cluster
4) Trunking is not supported
1 Delete (pg. 67, vCD1.5 Admin Guide):
1. Prerequisites:
a. No Org vDC associated with Network Pool
b. No vApps use the Network Pool
c. No External NAT-Routed or Internal Org Networks use the Network Pool
2. From Manage & Monitor tab > Network Pools in the left pane
3. Rt-click the Network Pool and click Delete

Expand a Network Pool (pg. 66-67, vCD1.5 Admin Guide)

1 Add PortGroups
1. Manage & Monitor tab > Network Pools in left pane, rt-click PG Network Pool and select Properties
2. Select Network Pool Settings tab, select a newly created PG, Add, then click OK when done

1 Add Isolated Networks
1. Manage & Monitor tab > Network Pools in left pane, rt-click VCDNI Network Pool & select Properties
2. Select Network Pool Settings tab, enter number of vCD Isolated Networks, then click OK when done

9 Add VLAN IDs
1. In VLAN-Backed Network Pool Properties > Network Pool Settings tab, enter VLAN ID range, Add,

then click OK when done

Determine Appropriate Backing for a Given Network Pool
1  Not sure what VMware is wanting here; | think this may be referring to knowing when to use a specific
Network Pool type; review DunO | Y "E\ED Networking post

Configure Network Pool Properties
91 Refer to the above Expand Network Pool item (Network Pool Settings tab) or rename (General tab)

4.3 ¢ Configure & Administer vApp Networks

Identify vApp Network Types (pg. 68, vCD1.5! & S®lide)
1 vApp Networks resemble Org Networks as described below:

1. lIsolated
a. Select None in the Connection drop-down when creating a vApp Network
b. Contained solely within the vApp

2. Routed
a. Route to an Org Network when VMs in a VApp heeds to communicate with VMs in other vApps
b. Network services such as Firewall and Static Routes can be configured

3. Direct-Connect
a. Fencing can be configured here if VMs in separate vApps have identical network (IP) settings to

prevent conflict when starting the separate vApps at the same time

4. (Fenced)cl KA a A ay Q iNetvodk tyde &séuch as iths'a kelledted option when adding an Org

Network from within the vApp Network



a.  What this does is allow VMs with same IP settings that are in different vApps within an org to be
powered on at the same time without IP conflict; this is possible by use of an Edge device getting
deployed that sits between the vApp VMs and the Org Network

Explain the Purpose & Use Cases for vApp Networks
91 Idiscussed some of the answer to this in the previous item, but a vApp Network allows VMs within a vVApp
to communicate either with each other or each other and with VMs outside of the vApp (other vApps
within the Org) or with vApps outside of the Org

Explain the Relationship Between vApp Networks & vShield Edge Devices
1 The relationship is identical to how Edge relates to Org Networks ¢ Edge devices are used for Firewall,
Routing, NAT, Fencing, and DHCP services

Create/Modify/Delete a Direct vApp Network
1 Create:
1. From Manage & Monitor tab > Organizations in left pane, select the Organization and open it
2. Click the My Cloud tab > vApps in the left pane > rt-click the vApp and then select Open
3. Click Networking tab > Show Networking Details, then click the Add Network button

vApp Diagram || Virtual Machines || Networking

Configure Networking c o

Specify how this vApp, its virtual machines, and its vApp networks connect to the organization networks that are accessed in this vApp.

| Always use assigned IP addresses until this vApp or associated networks are deleted.

Name 1a Status Default Gateway Network Mask Connection Routing DHCP m]
o
4. Select vApp Network, Next, then select the networking specifications
5. Type a Name & (opt) Description for the network, Next, then Finish
6. NOTE: This network is Isolated by default
7. Within the vApp Network Show Details section, rt-click the vApp Network and click Configure Services
8. If Routing the network to an Org Network, select drop-down from the Connection column and choose

an Org Network, then click Apply
9. Optionally, select the Fence vApp option
a. NOTE: This can only be selected if an Org Network is added (grayed out if network list only has

vApp Networks)
f Modify (pg. 76,vCD1.5! a SQue)
1. Reset

a. Within the vApp Network Show Details section, rt-click the vApp Network and click Reset
b. ¢KA& Aada YSSRSR AF OSNIIAY &ASNIBAOS& OCANBglffx 5
2. VApp Properties
a. Within the vApp Network Show Details section, rt-click the vApp Network and click Configure
Services
b. Select the appropriate tab to modify networking services such as DHCP, Firewall, NAT, or Routes

c. Services available depend on the vApp Network type:

vApp Network Type DHCP Firewall NAT Static Routing

Direct

Routed X X X X

Isolated




il

Delete (pg. 76,vCD1.5! & Souidex:

1. Make sure the vApp using the vApp Network is stopped & no VMs in the vApp are connected to the
network

2. Within the vApp Network Show Details section, rt-click the vApp Network and click Delete, then Apply

Create/Modify/Delete a NAT-Routed vApp Network

|l

See previous steps for Direct-Connect item

Create/Modify/Delete an Internal vApp Network

il

See previous steps for Direct-Connect item

Troubleshoot vApp Networks Using the Visual Mapping Tool

f
f

Within the vApp Network Show Details section
To display a diagram of the network(s) used by the vApp:
1. Rt-click the vApp > Open > vApp Diagram tab

4.4 ¢ Administer vCloud Network Services

Identify Available vShield Edge Network Services (pg. 53, vCD1.5 Admin Guide)

1

f
f
f

Configure DHCP/NAT/VPN Services (pg. 53, vCD1.5 Admin Guide ¢ Org Network; pg.69-T p = @/ 5mMdp ¢! a4 SN

DHCP
Firewall
NAT
VPN

MNetwork Type DHCP Firewall MNAT VPN

External organization network - direct
connection

External organization network - NAT- X X X X
routed connection

Internal organization network X

VvApp Network)

1

DHCP:

1. When enabled for an Org Network, connect a VM vNIC in the Org to that network and select DHCP
2. Can be configured in vCD by System & Org Administrators

3. Configure:

Prerequisite ¢ must have an External NAT-Routed or Internal Org Network

Manage & Monitor tab > Organization Networks in left pan

Rt-click Org Network > Configure Services

Select DHCP tab > check Enable DHCP box

Enter an IP range that vCD will use to satisfy VM DHCP IP requests

Set default & max lease times (or use default values), click OK

o o0 o

Configure Services: Orgl-Ext-NAT-Routed-Ntwk

DHCP || Firewall || NAT - External IPs || NAT Mapping || Site-to-Site VPN || Static Routing

DHCP automatically provides IP addresses to VMs.
[¥] Enable DHCP
Network mask: 255.255.255.0

Gateway: 192.168.0.1

1P range: 192.168.0.2-192.168.0.99

Default lease time: | 3600

Max lease time: 7200

a



|l

1
2.
3.
4
5

g.

NOTE: After the settings are configured, they will eventually show in the vShield Edge tab for the
PG object the Org Network is associated with in vCenter

NAT (pg. 56-57, vCD1.5 Admin Guide):

NAT ¢ External IP mapping must be done before NAT mapping

Can only be configured by a Sys Administrator

Select NAT-External IPs tab, type in an external IP(s), click Add, then OK

Select NAT Mapping tab > Add button, choose Port Forwarding or IP Translation

Choose an external IP from the drop-down that was added in Step 3 and the internal IP it will be
forwarded to (select the Port & Protocol if Port Fwd option was selected); click OK when done
NAT Mapping rules are enforced by their order in the list; if needing to re-order the items, simply click
& drag a rule up or down in the list (this can be done by Sys & Org Administrators)
NOTE: After the settings are configured, they will eventually show in the vShield Edge tab for the PG
object the Org Network is associated with in vCenter
1 VPN (pg. 56-57, vCD1.5 Admin Guide):

LISSNJ ySiig+

1. Site-to-Site VPN is allowed between Org Networks in the same or different Organizations, including
different instances of vCD, as well as remote networks
2. Can be configured by Sys & Org Administrators
3. Prerequisites ¢ An External NAT-Routed Org Network and at least vShield Mgr 5.0 with appropriate
licensing
4. Configure:
a. Manage & Monitor tab > Org Networks in left pane
b. Select an Org Network > rt-click > Configure Services
c. Select Site-to-Site VPN tab, then click to Enable Site-to-Site VPN
d. Enter a public IP, then click OK
e. Tunnel Config (below encompasses all VPN settings ¢ Within an Org, Between Orgs, & Remote)
1) NOTE: If firewall is between the tunnel endpoints, verify ports 50, 51, 500, & 4500 are open
2) In the Site-to-Site VPN tab, click Add
3) Enter a Name & (opt) Description
4) Select a Network in ThisOrg fromthedrop-R2 6y I YR OK22a$S |
5) Select a Network in Another Org from the drop-down and click Connect to Another Org
6) Enter the login info for the peer org and click Continue
Option Description

vCloud URL

The base URL of the vCloud instance that contains the peer organization. For
example, https://ww .example.com. Do not indude /cloud
o1 fcloud forg/orgname in the URL.

Organization

The organization name that is used as the unique identifier in the
organization URL. For example, if the ocrganization URL is
https:/ /wew . example. com/cloud/ org/myQrg, tvpe myOrg.

Username

The user name of an organization administrator or system administrator that
has access to the crganization

Password

The password asseclated with the user name.

7)
8)

Or, select a Remote Network
Select a peer network/settings, then click OK or Connect

Add a SNAT/DNAT Rule (pg. 40-41, vShield5.0.1 Admin Guide)

1
1
1

SNAT ¢ |

b I ¢uld #thaf eanslates an internal private IP into a public IP for outbound traffic

DNAT ¢ maps a public IP to an internal private IP for inbound traffic

See NAT section in previous item; when creating an IP Translation in the NAT Mapping tab, you are
essentially creating a DNAT Rule; when checking the IP Masquerade box in the NAT Mapping tab, you are
configuring SNAT
When you create these rules in the NAT tabs in vCD, they will (eventually) show in the vShield Edge tab in

vCenter



Add a DHCP IP Pool (pg. 41, vShield5.0.1 Admin Guide)

1 The range of IPs used in the pool cannot overlap the static IP pool for the Org Network

1 When configuring the Org Network in vCD, the configuration will happen and show in the vShield Edge tab

in vSphere Client

1 Manage & Monitor tab > Org Networks in left pane

1 Rt-click Org Network > Configure Services, select DHCP tab and enter a range of IPs; click OK when done
Add DHCP Static Binding (pg. 42, vShield5.0.1 Admin Guide)

1 Binding binds (attaches) an IP and MAC addresses to a VM

1. P&a!/ T RRNBaasSa I NB WNBftSIFaSRQ FTNRY | +a 2V

91 Connect vSphere Client to vCenter > Inventory > Networking
T Select the Org Network PG in the left pane, then vShield Edge tab on the right
9 Click DHCP link > Add Binding under DHCP Bindings section and add desired info (see below screenshot)

Add DHCP Binding s

VM Name b
Interface =
HostName >==| |
IP Address >==| |
Domain Name | |
Primary Nameserver | |
Secondary Nameserver | |
Default Gateway | |
Lease Time ® Use default

l:l Specify a value

Cancel

1  Another option ¢ open a vApp > Network tab, and check the box for the Always Use Assigned IP Addresses
Until This vApp or Associated Networks are Deleted option

Configure the VPN Service (pg. 43, vShield5.0.1 Admin Guide)
9 Connect vSphere Client to vCenter > Inventory > Networking
Select the Org Network PG in the left pane, then vShield Edge tab on the right
Click the VPN link, then Enable VPN
In the Add VPN box, type the IP address of the Edge in the Local Service IP address
Enter the pre-shared key in PSK for Sites with any Peer IP if anonymous sites connect to the VPN service
Type a Name for the VPN connection in the VPN Gateway ID (opt ¢ select Log to log VPN activity)
Click OK

=A =4 =8 -4 -4 -4

Configure Syslog (pg. 36, vShield5.0.1 Admin Guide or pg. 65-66, vCD1.5 Admin Guide)
1 Manage & Monitor tab > Org Networks > rt-click on network & select Synchronize Syslog Server Settings
9 vSphere Client > vCenter > Org Network PG > vShield Edge tab > Status link; expand Remote Syslog
Servers panel > Edit link and type the IP of the remote Syslog server, then click OK

Use Logs to Troubleshoot Common Network Service Issues
1 Know where to find logs in vCD (Org/vApp) and use them to diagnose potential network issues
91 Reference the vCD Best Practice & Troubleshooting Guide

SECTION 5CONFIGURE & ADMINISTER VCLOUD ORGANIZATIONS

5.1 ¢ Create vCloud Organizations



Identify the URL Name of a Newly Created Organization
1 Two ways to display the same info:
1. Manage & Monitor > Organizations (open) > Administration tab > General
2. Manage & Monitor > Organizations (open) > Home, then select Org Settings link on far right
1  URL format: https://vCDURL/Cloud/org/OrgName

Create/Modify/Delete vCloud Organizations
1 Create (pg. 24-27, vCD1.5 Admin Guide):
1. ManadS 3 az2yAili2NJ {iFlo6o B hNEBFIYyATIFGA2yas G(KSy Ot AO01 ! F
2. LyaidSIFER 2F gNAGAYy3 | f2y3 tAa0 2F WK2g (G2QI L oAt
configured for a new Org, then add some pertinent info below (not necessarily discuss each item in
the list as some are self-explanatory; reference pg. 24-27, vCD1.5 Admin Guide for details):

New Organization

Mame this Organization
LDAF Options

Add Local Users
Catalog Publishing
Email Preferences
Policies

Ready to Complete

3. For Name This Org, there are two boxes requiring info:
a. OrgNameci KA& yIFYS ySSRa (2 o6S | a!w[ FNASYyRte&¢ ylY
browsers by users in the Org to connect to their Cloud
b. OrgFullNameci KAa Aa Y2NB 2F Iy dalftAlF&¢ yIFYSTI odzi 1SS
the Org that will display in the header after the Org users log into their Cloud
4. LDAP:
a. None ¢if no LDAP is used, then a Local vCD user should be created (optional if using LDAP)
b. System ¢ the new Org will use LDAP that is configured in the vCD system
c. Custom ¢ LDAP of the Org is used; LDAP settings will need to be provided by the Org
5. Catalog Publishing ¢ typically, Orgs do not publish their catalogs to other Orgs & this is the default
1 Modify:
1. Tochange any Org settings made during creation, simply rt-click on the Org & choose Properties
2. {StSO0 GKS GlFro O2yidlrAyAy3d GKS aSidAay3a &2dzQNB gt yi
3. NOTE: If there is to be an Org name change, keep a couple things in mind:
a. The OrgmustfirstbedisabledX h NB bl YS FAStR AayQi SRAGlIo0ofS 23GKS
b. ¢KS !w[ (2 GKS hNBHQa /ft2dzR gAfft OKIFy3aS
c. 52y Qi 7T 2ehaHehe Org dfter thd&name change
4. 1 £ f 20KSNIJ OKI yratkedrgth BelishileR y Qi NB |j dzA
1 Delete:
1. Rt-click the Org and select Disable
2. Once the Org is Disabled, rt-click again and select Delete

Configure VM Lease Times
1 Manage & Monitor tab > Organizations > rt-click desired Org > Properties, then Policies tab
1 Seebelowd ONBSyakKz2ida 2F |tf AGSYya Ay GKS t2fAO0ASa GlFo o
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Policies
Configure policies for this organization.
Leases

Specify the maximum time that vApps and vApp templates can run and be stored in this erganization's vDC(s).

vApp leases:

Maximum runtime |ease: 7 ;I | Days v‘ #
How lang vapps can run befors they are sutomaticzlly stopped,
Maximum storage lease: 30 j | Days v‘ #
How lang stopped vApps are available before baing sutematically cleznzd up.
Storage deanup: Move to Expired Items v‘

vApp template lease:

Maximum storage lease: a0 - | Days -
How long wApp templates are available befare being sutomatically clzaned
up.
Storage cleanup: Move to Expired Items A4 ‘

Quotas

Quotas define how many VMs can be stored and powered on in this organization. They can be changed by an organization
administrator.

Running VM quota: () 1 (=) Unlimited
Stored VM quota: () 1 (=) Unlimited
Limits

These limits provide a defense against Denial of Service attacks. Resource intensive operations, such as copy, move, Add to My
Cloud, Add to Catalog, and so on, can be contained at a maximum number. Simultaneous connections to a VM through the VMRC
console can also be limited, although this does not limit user-created connections though protocels such as VNC or RDF.

Number of resource intensive operations per user: Oh (+) Unlimited
Number of resource intensive operations per organization: () |1 () Unlimited
Number of simultaneous connections per VM: Oh (&) Unlimited

Password Policies

Enable lncking of a User account aftsr a number of invalid Iagin attmpts.
[ Account lockout enabled

Invalid logins before lockout: |5 |

Account lockout interval: Do minutes

Once 2 user s locked out, they will not be able to log back in for this time periad.

Back Next Finish Cancel

Configure Storage Lease Times

f
f

il

f
f

See previous item for screenshot

Get to this option by same method & modify Storage Lease policy for both vApps and vApp Templates

1. vApps have a Runtime and Storage Lease whereas vApp Templates only have a Storage Lease

Once a time policy is set, choose what to do when Lease has been reached ¢ Storage Cleanup (2 options):
1. Move to Expired Items

2. Permanently Delete

Running VM Quota ¢ how many VMs can be powered on in an Org

Storage VM Quota ¢ How many VMs can be stored in an Org, regardless of power state

Configure SMTP Server Information

f
f

Manage & Monitor tab > Organizations > rt-click desired Org > Properties, then Email Preferences tab
Enter appropriate SMTP server settings and click OK

Configure Notification Settings

|l

This coincides with previous SMTP Server Information item

Apply Policies to a vCloud Organization

f
f
f

This again is in the Org Properties

Tabs to use would be Catalog Publishing (if can share Catalog with other Orgs/tenants) & the Policies tab
Policies:

1. Catalog Publishing



Leases
Quotas
Limits
Password

a bk own

5.2 ¢ Administer vCloud Organizations

List Operations That Can Be Performed on an Organization
1 Ithink this is referring to the same settings that you can configure on an Org; as such, refer to Obj. 5.1

Organization Properties: Orgl

General LDAP Options Custom LDAP Cataleg Publishing Email Preferences Paolicies

List the vCloud Constructs That Make Up an Organization
9 Again, I have no idea what this is asking for, but if | had to guess, it seems VMware wants us to know what
componentsofvCDmal S dzLJ 'y h NEX
1. OrgvDCs
a. Provides resources to an org
b. Resources within an Org vDC are derived from a Provider vDC
c. Many Org vDCs can be created from a single Provider vDC
2. Users/Groups
a. Users can be local or LDAP
b. Groups can only come from LDAP
3. Policies (see previous item for screenshot of Org Properties tab)
a. Catalogs ¢ catalogs can be published internally (only seen within the Org) or externally (other
Orgs)
b. Password ¢ password lockout after x attempts and timeout interval between login re-attempt
after lockout
c. VM & Storage Leases ¢ basically, resource cleanup for unused resources consumed by an Org
4. Server Settings ¢ LDAP & SMTP

Given a Tier of Server Determine Appropriate Organization vDC
1 Ithink what VMware wants here is associating different server/compute/storage levels into tiered
performance/feature levels; i.e. SLA levels
1 Forexample:
1. Aserver with several CPU sockets, multiple cores, and several GHz speed; great magnitude of RAM;
{{5& F2NJ &0 X5NIRES T {ILJKFE NSK AFBK {vspieis Bnt+ Bcelz@Kfeaturas), | | g C¢
would be in a tier labeled Tierl, or maybe Platinum or Gold tier.
2. Acouple CPU sockets, moderate GHz speed; moderate amount of RAM; & SAS storage; and minimal
vSphere features (vSphere Ent licensed features) would be Tier2 or Silver tierX 1 Yy R a2 2y ®®
1 Based off the above server resource examples, you would create Provider vDCs into differing tiers,
associating tier 1 type vSphere Cluster resources to a ProvidervDCandlabelA y 3 A G a¢ASNME 2NJ Gt
and so on
1 Then, Org vDCs would be created based off those tiers and allocated to Orgs who require certain tier or
SLA characteristics

Edit Leases/Quotas/Limits Applied to an Organization
9 This was covered in Obj. 5.1; see the screenshots in Obj. 5.1 of the Policies tab of an OrgQ Rroperties
f ¢2 3ISG G2 G KVvBnade & Mdnihtsd & Orgarizationsy rt-click the Org wanting to modify >
Properties, then select the Policies tab to modify Lease, Quota, & Limit settings
 LleasescLINE A RS | £ S@St 2F 02y ludRefour@s@ddiying the maxbid 63 & G 2 NI 3
time vApps can run & max time vApps/vApp Templates can be stored
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Quotas ¢ determine how many VMs can be stored & powered on in an Org
Limits ¢ prevent resource-intensive operations from affecting all users in vCD; helps prevent DoS attacks

Revise Catalogs Attached to an Organization

il
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1. Loginto the Org, or select the Org from Manage & Monitor tab and open the Org

2./ tA01 GKS /FGlrt23a GrFrox GKSYy ' RR 03aINBSY abéuv odzii
3. Enter a Catalog Name & (opt) Description

4. Share the Catalog (opt) by adding members of the Org & granting access level (see screenshot below)

5. Select whether to Publish the Catalog to other Orgs or not (default is not to), then Finish

Revising

1. Rt-click on the Catalog and select from a few options ¢ Change Owner, Share, Properties

2. Adding/removing members is done either by rt-clicking on Cat then Share, or Properties > Sharing tab
3. Catalog member choices & the rights assigned by the drop-down are defined below:

4 Select the users and groups with whom you want to share the catalog.

Owption Action
Everyone in the organization Select this option to shate the catalog with everyone.
Specific users and groups Select this option, click specific users and groups, and cick Add.

Select an access level and click OK.

w

Option Supported Actions

Read Only Open. Add to My Cloud, Download, Copy to Catalog

ReadWrite Cpen, Add to My Cloud, Downlead, Copy te Catalog, Publish, Move te
Catalog, Delete

Full control Open. Add to My Cloud, Download, Copy to Catalog, Publish. Move to

Catalog, Delats, Shaze

Add/Remove Users & Groups

f
f

f
f

1

Again, this was covered a little bit in Obj. 5.1

CKSNBQa NBlIfteé y2i YdzOK (2 GKA&DPDA (G QADAFserveNI &

configured for the Org, either via Custom or System-based, the icon to add an LDAP user or group will not

display

1. NOTE: As a troubleshooting note, if you did add LDAP server settings & successfully (was able to test
sync with LDAP successfully), sometimes a log out/log on into vCD is needed to refresh the cache in
vCD to display the add LDAP user/group icon: t-

Users can either be local or LDAP, but groups can only be LDAP-based

To remove an account, simply disable it (log into the Org > Administration tab > Users, rt-click user >

Disable), then rt-click it > Delete

Groups are Deleted without needing to Disable first

Configure/Edit Organization Settings

1

The below screenshot lists tabs of options withinan OrgQ & t NXJhai$aN e m&ddied; these were
also discussed in Obj. 5.1

General LDAP Options Customn LDAP Catalog Publishing Email Preferences Policies

In addition to the above, if an Org Admin logs into his Org, there is also an option to configure the domain
VMs can automatically connect to ¢ Administration tab > Settings, then Guest Personalization

|| Enable domain join for virtual machines in this organization

Domain name:

User name:

Password:

a0 NF A S



Allocate Resources to an Organization

|l

il
il

This is done by simply creating an Organization Virtual Datacenter (Org vDC), which as | indicated earlier is
GLI NIAGAZ2YSRéE FNRBY | t NEPGARSNI @5/

A single Org can have multiple Org vDCs associated with it

Create (pg 28-31, vCD1.5 Admin Guide):

1. alytr3S8S 9 az2yAiG2NI iGFr6 B hNBFYATLFGA2Y @5/ 4 b
2. Select an Org to attach the Org vDC to

3. Select a Provider vDC to attain resources from

4. Choose an Allocation Model of how resources will be given to the Org (see below):

Option Description

Allocation Pool Only a percentage of the resources you allocate are committed to the
erganization vDC. You can specify the percentage, which allows you to
overcommit resources.

Pay-As-You-Go Resources are cnly committed when users create vApps in the organization
vDIC. You can specify a percentage of resources to guaranies, which allows
you to evercommit resources. You can make a Pay-As-You-Go organization
vDIC elastic by adding multiple resource pools to its provider vDC.

Reservation Pool All of the resources you allocate are immediately committed to the
organization vIXC. Users in the organization can contrel overcomumitment
by spedfying reservation, limit, and priority settings for individual virbual
machines.

a. NOTE: Duncan Epping also has a fantastic post explaining Allocation Models & when best to use a
particular one that | *highly* recommend reading: http://vexpert.me/e3
5. Configure resources based on the Allocation Model selected (not all below options will display)

Option Action

CPU allocation Enter the maximum ameunt of CPU, in GHz, to allocate to virtual machines
munning in the organization vDC.

CPU resources guaranteed Enter the percentage of CPU resources to guarantes to virtual machines
Tunning in the crganization vDC. You can overcommit resources by
jguaranieeing less than 100%.

Memory allocation Enter the madmum amount of memary, inGB, to allocate tovirtual machines
running in the organization vDC.

Memory resources guaranteed Enter the percentage of memory resources to guarantee to virtual machines
running in the organization vDC. You can overcommit resources by
guaranieeing less than 100%.

vCPU Speed Enter the vCFU speed in GHz. Virtual machines nnning in the erganization
VDI are assigned this amount of GHz per vCFLL

Maximum number of YMs Enter the masdmum rumber of virtual machines that can be created in the
organization vDIC.

6. Allocate Storage amount to the Org vDC for vApps & vApp Templates
a. Thin provisioning ¢ recommended, but need to monitor for over provisioning
b. Fast provisioning ¢ recommended if needing to clone vApps as this configures linked clones
instead of full clones
1) NOTE: Fast provisioning requires minimum of vSphere 5 (vCenter/ESXi) and Datastores to be
connected to LESS THAN 8 ESXi Hosts
7. Choose a Network Pool (if None, then one can be added later)
8. Name & (opt) give Description of the Org vDC, then Finish

Explain the Purpose & Use Case for Storage Options

il

il

Thin Provisioning ¢ allows the use of storage for only what is actually written to disk, not what is

allocated; the conserves storage, but need to monitor for potential over allocation

Fast Provisioning ¢ allows for use of linked clones instead of full clones when cloning vApps (VMs); the

linked-clone VM uses the same base disk as the parent, but has delta disks created where data is written

to (changes)

1. Caveats ¢ must be using a minimum of vSphere 5 (vCenter/ESXi) and the original VM and cloned VM
must be in the same vSphere Datacenter

Shadow VMs
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http://vexpert.me/e3

3.

4.

vCD supported way to create Linked Clone VMs of vApp Templates in a different vSphere Datacenter

& also using a different Datastore
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Datacenter & on a different vCenter Datastore than its parent

A Linked Clone can then be created from it

27T
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To view Shadow VMs, see pg. 82, vCD1.5 Admin Guide (rt-click VM > Properties > Shadow VM tab)
1 Ithink the use case for each of these are pretty obvious, but will state them ¢ faster provisioning of
VMs/vApps and best use of storage

Configure Storage Provision Options
9 This was discussed above in the Allocate Resources to an Org item

SECTION 6ALLOCATE & MANAGE VCLOUD RESOURCES

6.1 ¢ Create & Administer Provider vDCs

Identify Where in the Hierarchy a Provider VDC Resides

T Iwilllist below from bottom to top how | view vCD/vSphere abstraction & collaboration
1.

a bk~ own

o

Physical Infrastructure ¢ Hosts, physical switches, routers, storage array

vSphere ¢ vSphere Client, vCenter, Features (HA, DRS, FT, Resource Pools, Clusters, etc.)

Provider vDCs
vCD Networks ¢ External, Network Pools
Organization vDCs

a.

Org Networks

Organizations
VApPpS

a.

VApp Networks

Identify Where a Provider vDC Gets Its Resources

9 AProvider vDC gets its resources (compute/memory) from a Cluster Resource Pool in vCenter, as well as

Datastores connected to that same Resource Pool for storage
9 Toview a Provider vDC Properties:
Manage & Monitor tab > Provider vDCs > select & rt-click the Provider vDC > Properties

1.

Differentiate Provider & Organization vDCs
9 Provider vDCs are a holistic pool of a vCenter Cluster Resource Pool; you can only have one Provider vDC
per Cluster Resource Pool from a single vCenter

1 AnOrgvDC is a partition of a Provider vDC; an Org can have several Org vDCs attached to it (see

AaONBSyaKkKzi
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Provider vDC - Gold

Provider vDC - Silver

Org vDC

OrgvDC

OrgvDC

Org vDC

Org vDC

Org vDC

Org vDC

Org vDC

Organization

Explain the Concept of a Provider vDC
1 Again, the concept behind Provider vDCs is an abstraction to be able to distribute vSphere compute and
storage resources to vCD Org vDCs

Explain When & How to Enable/Disable a Provider vDC (pg. 39, vCD1.5 Admin Guide)
1 How:
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1. Manage & Monitor tab > Provider vDCs > select & rt-click the Provider vDC and choose Disable
2. When a Provider vDC is disabled, Org vDCs are also disabled; no more vApps/VMs can be turned on

or created, but current running vApps/VMs continue to run

Confirm Disable

!\\ Disabling a provider vDC prevents the use of its

“—— compute and storage resources for the creation
of arganization vDCs. Existing organization vDCs
are disabled. Running vApps and powered on
virtual machines continue ta run, but you cannot
create or start additional ones.

Disable this provider vDC, Tierl?

Yes No
L A

T When:

1. None of the vCD Guides share when disabling is best, but | assume for such instances as maybe for
maintenance on the vSphere resources associated with the Provider vDC or if resources are

approaching their limits

Create/Delete a Provider VDC
91 Create (pg. 17-18, vCD1.5 Admin Guide):
1. Manage & Monitor tab > Provider vDCs > New Provider vDC
2. Enter Name & (opt) Description

aa bl YSk5SaONRLIGA2Y OFy 06S dzaSR G2 ARSyGATE

w

Select Supported Hardware Version

Select a vCenter Server and Resource Pool

5. Select one or more Datastores (CTRL+CLICK), then Add, then Next
a. Read-only Datastores (NFS) are not supported

6. Enter root user & password, then Next, then Finish

&

GKS ¢A
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installed on them, whichrequired G KSY G2 GSYL2 NI NRf &

have enough Hosts in the Cluster Resource Pool to handle VM migrations, this agent install will

FILAET o0dzi R2Yy Qi 62NNEBEXGKAA OFy o06S Yl ydz e

9 Delete (pg. 39-40, vCD1.5 Admin Guide):
1. Manage & Monitor tab > Provider vDCs > select & rt-click the Provider vDC > Disable
2. Make sure all Org vDCs & Org Networks that use the Provider vDC are disabled/deleted
3. Rt-click on the Provider vDC > Delete, then Yes to confirm

Select Resource Pools & Datastores For a Provider VDC (pg. 41-42, vCD1.5 Admin Guide)

9 Datastores:
1. Manage & Monitor tab > Provider vDCs > select & rt-click Provider vDC, then Open
2. Click the Datastores tab, then Add/Remove
3. Select Datastores as needed to add (or remove), then OK when complete

1 Resource Pools:
1. Manage & Monitor tab > Provider vDCs > select & rt-click Provider vDC, then Open
2. Click the Resource Pools tab, then Add Resource Pool
3. Select a resource pool to add, then Finish
4. NOTE: Adding additional Resource Pools to a Provider vDC makes Pay-As-You-Go Org vDCs

expandable/elastic
9 Properties of a Provider vDC:

D‘!J Tierl

Organization vDCs Hosts Datastores External Networks Resource Fools

& G Manage | Monitor

R¢ T2
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Explain When & How to Enable/Disable a Provider vDC Host (pg. 40, vCD1.5 Admin Guide)
1  When:
1. Thisis done when maintenance is needed to be done to the vSphere ESXi Host and to simply prevent
additional vApps from starting on the Host
a. VApps/VMs on the Host need to be powered down, or migrated

2. LT F 1280 ¢61a IRRSR (2 (GKS /tdza0iSNJ wt @/ 5 dzaSaz

first step in installing the vCD agent is to Disable the Host
1 How:
1. Manage & Monitor tab > Provider vDCs > select & rt-click Provider vDC, then Open
2. Click Hosts tab, rt-click on the Host and select Disable (or enable)
3. IfVMs reside on the Host from the same area in vCD, rt-click on Host and select Redeploy VMs
4. See next item for a new Host in the Cluster RP (Prepare)

Prepare/Unprepare a Provider vDC Host (pg. 40-41, vCD1.5 Admin Guide)
9 Preparing is done, as | mention above, to install the vCD agent on a Host so it can be used by vCD
1. Manage & Monitor tab > Provider vDCs > select & rt-click Provider vDC, then Open
2. Click Hosts tab, rt-click on the Host and select Prepare (or Unprepare)

Upgrade/Repair a Provider VDC Host Agent (pg. 41, vCD1.5 Admin Guide)
9 Process is similar to Prepare, except choose Upgrade Host or Repair Host instead of Prepare (or
Unprepare) Host
1 Repairs can be done if vCD cannot connect to/contact a Host

Explain When & How to Enable/Disable a Provider Datastore
1 Manage & Monitor tab > Datastores > select & rt-click a Datastore then Disable (or Enable)
1 You Disable a Datastore before it can be deleted
1 vApps cannot be powered on or started on the Datastore to be Disabled

Configure Low Disk Space Warnings
9 Similar to a vSphere Alarm for low disk storage remaining on a Datastore
1 Manage & Monitor tab > Provider vDCs > select & rt-click Provider vDC, then Open
9 Click Datastores, select and rt-click a Datastore > Properties
9 Select disk space thresholds for the Datastore, then click OK when complete

6.2 ¢ Create & Administer Organization vDCs

List All Allocation Models
9 See the Allocate Resources to an Organization item in Obj. 5.2
I NOTE: Many of the items in this Objective is repeat information; instead of repeating (retyping) the info, |
will direct you to where the info was previously discussed

T L F3IFAY NBO2YYSYyR NBIRAY3 5dzy Qhty// @by Qa LI2aG 2y

Explain the Concept of an Organization vDC
1 AnOrgvDCis a partition of a Provider vDC and provides resources to an Organization
1 An Org vDC can only be associated with one Org, but an Org can have many Org vDCs

Create/Modify/Delete an Organization vDC (pg. 44-49, vCD1.5 Admin Guide)

1 Create:
1. See the Allocate Resources to an Organization item in Obj. 5.2
1 Modify:

1. ¢2 OKIy3IS AGSYa FNRY GKS W!ff 20!l dli&konasG@peNDSa X Q
Properties
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http://vexpert.me/e3

2. Select the tab of the resource/property of the Org vDC wanting to modify
a. General ¢ can change Name/Description/(uncheck)Enable
b. Allocation ¢ can change resources assigned but not Allocation Model type
c. Storage ¢ can change storage limit amount and enable/disable Fast & Thin Provisioning
d. Network Pool ¢ can change Network Pool assignment
1 Delete:
1. Rt-click the Org vDC > Disable, then rt-click and select Delete; click Yes to confirm

Enable/Disable an Organization vDC (pg. 47, vCD1.5 Admin Guide)
1 Manage & Monitor tab > Organization vDCs in left pane, select & rt-click Org vDC > Disable (or Enable)

Select Organization vDC Components
1  See the Allocate Resources to an Organization item in Obj. 5.2
T taz2 asSS aqaz2RATE&¢é Ay (GKS / NBIFI(iSka2RAFTe&k5StSGiS hNAIY

Select/Edit Organization vDC Resources
9 See the Allocate Resources to an Organization item in Obj. 5.2
f 'faz2z aSS$S aa 2 RA sdifyiDeldteOrginikaton VDOjEt-alio& k a

Configure Allocation Model Settings
9 See the Allocate Resources to an Organization item in Obj. 5.2
91 Inthe screenshot | posted in Obj. 5.2, | suggest reviewing the Allocation Model definitions
¢ ' faz23x | 3 post dsduSsatafieliffgfencds between each Model

Determine Appropriate Network Pool For a Given Organization vDC Network

9  See Determine Appropriate Backing for A Given Network Pool item in Obj. 4.2

1 Types to choose from:
1. VLAN-Backed
2. VCDNI-Backed
3. PG-Backed

T lalso found the 2" vCD Networking post by Duncan Epping to be very helpful; at the bottom of the post,
he explains requirements/constraints for each Network Pool type. | recommend giving it a look-over:
http://vexpert.me/dT

SECTION 7CREATE & ADMINISTER VCLOUD CATALOGS
7.1 ¢ Create vApp Templates, Media, & Catalogs

Describe the Function of vApp Templates, Media, & Catalogs
 vAppTemplates¢cl *a GAYlF3IS¢ f2FRSR gAGK |y todnfigurdtialla s g R G
across an Organization
Media ¢ I1SO and .flp files to be used b vApps/VMs
Catalogs ¢ a container for vApp Templates and Media files in an Organization
1. Org Administrators and Catalog Authors can create Catalogs
2. Two types:
a. Org ¢ catalog shared within an Organization
b. Public ¢ catalog is able to be shared outside of the Organization

f
f

Identify the Location of vApp Templates, Media, & Catalogs
¢ /rGrt23 [20FGA2y 6LJAP® ncxX @/ 5mdp ! aSNNRA DAzZARSUOY
1. hNEB /I §rB2AyH2 Yy hNEB b /I (Heddiggthdeftgated B a& hNEQA /
a. Must be at minimum a vApp Author to access Org Catalog
2. t dzof A O Lopiitd ah @rg@> Cdlglogs tab > Public Catalogs heading in left pane


http://vexpert.me/dT

a. Must be an Org Administrator to access Public Catalogs
1 Media Location ¢ in a Catalog (when in a Catalog, click the Media tab)
1 vApp Templates ¢ in a Catalog (when in a Catalog, click the vApp Template tab)

Identify the Format in Which vApp Templates, Media, & Catalogs Can Be Stored
1 vApp Templates:
1. OVFversion1.0and 1.1
2. OVF with deployment options are preserved in the Template

1 Media:
1. 1SO
2. .FLP

Differentiate Between vApp Templates, Media, & Catalogs
1 AcCatalog is the container of vApp Templates and Media files; see first item from this Objective

Create/Update a vApp Template

1 Must be at least a Catalog Author user

1 Create:
1. Manage & Monitor tab > Organizations in left pane, rt-click the Org and Open
2. Catalogstab>a & h NB Q & vAppFeinpldte@taba =
3. Click the Upload icon (1* icon) to upload an OVF, or click the Import from vSphere icon (2nd one)
4. Provide the relevant info for the Import, or Browse to the OVF, then click Upload or OK

1 Update:
1. Manage & Monitor tab > Organizations in left pane, rt-click the Org and Open
2. Catalogstab>MyOrdQa / F GFf23azx @! LI ¢SYLX FGdSa G o
3. Rt-click the vApp Template > Properties

Create/Delete a Catalog
1 Must be at least a Catalog Author user
1. Manage & Monitor tab > Organizations in left pane, rt-click the Org and Open
[Fdlt238 Glo B aé GAEREY /dcwidd 23RKEF IKD yo dzRRR2 v
Provide a Name (Next), add Org members to share the Catalog with (Next), then Finish
NOTE: If the Sys Administrator did not grant Publish Catalog permission on the Org, the option to
Publish the Catalog to other Orgs is not displayed

e

Publish a Catalog to Different Organizations
1 Must be at least a Catalog Author user
1  The Sys Administrator must have granted the Org Catalog Publishing to be able to do this procedure
1. Click Catalogs tab > rt-click the Catalog > Publish and select Publish to All Orgs, then click OK

7.2 ¢ Administer vCloud Catalogs

Identify Frequently Used Catalog Properties
1 Change Owner
9 Publish (if Org-enabled by the Sys Admin)
1 Share
1 All the above can be accessed via rt-click menu on the Catalog or rt-click Catalog > Properties

ax

Explain How Guest Customization Works in vCloud Implementations 6 LJ3 ® mnp > @/ 5mdp ! & SN
1 If you use MS Windows OS, sysprep (given a legacy OS) is handled by any given vCD cell (remember
adding MS Sysprep pkgs earlier in our studies?)
1 VMware Tools must be installed in the VM for the Guest Customization feature to work
1 Installing VMware Tools requires for the Guest Customization feature to first be disabled

D dz
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9 Org Catalog ¢ must be at least a vApp User

1 Public Catalog ¢ must be at least a vApp Author

1 a& /f2dR Glo B G!'LIIE B ! RR 603INBSY abé¢y @' LI TNRY /|
T /FGrt23a GFo B a& hNEBQ&lickvAppiandsdes Add g MyEloudLd ¢ SYLJX | 6§ Saz

Configure a Catalog to be Shared By Users in an Organization
f Rt-Of A01 GKS /IGFrt23 B { KIFNBX
1 Add Entire Org or select members of the Org to add, granting appropriate Catalog rights to each user

1. Read Only
2. Read/Write
3. Full Control

4 Select the users and groups with whom you want to share the catalog.

Owption Action
Everyone in the organization Selact this option to share the catalog with sveryone.
Specific users and groups Select this option, click specific users and groups, and Jick Add.

Select an access level and click OK.

w

Option Supported Actions

Read Only Open. Add to My Cloud, Downlead, Copy to Catalog

ReadWrite Open, Add ts My Cloud, Download, Copy to Catalog, Publish, Move to
Catalog, Deletz

Full control Open. Add to My Cloud, Download, Copy to Catalog, Publish. Move to

Catalog, Dielate, Shars

Copy vApp Templates & Media To/From a Catalog
f FromtKS @! LIJ ¢SYLX I GS& Gkt AAON alidK Sh NAB QA /¢IShyrLot 2 T&8Ss aNI& S €
9 Provide the information ¢ Name, Catalog from drop-down, Org vDC from drop-down, then click OK

Copy: Orgl-2K3-XP

Copy this vApp Template to:
Mame: #

Description:

Catalog: | Orgl-Catl V‘
Virtual datacenter: | Orgl-Org-vDC "

This catalog is local to your organization.

Cancel

~ J

Configure Catalog Properties
1 Items that can be change (rt-click Catalog > Properties):
1. Name/Description
2. Sharing (with members within an Org)
3. Publish (to other/outside Orgs)

Given Requirements, Apply the Appropriate Properties to a Catalog
9 Self-explanatory ¢ see previous item above on Properties that can be modified

SECTON 8 MONITOR A VCLOUD IMPLEMENTATION

8.1 ¢ Troubleshoot & Audit Resources & Events in vCloud



Identify vCloud Director Interface Components Used For Monitoring

1 Logs (pg. 102-103, vCD1.5 Admin Guide)
1. System Activity Log History settings: System > Administration tab, then General in the left pane
2. System Tasks/Events: System > Manage & Monitor tab, then Logs in the left pane; Tasks or Events tab
3. Org-level: Manage & Monitor > Orgs (open) > My Cloud > Logs; Tasks or Events tab

91 Provider vDC resource Usage: Manage & Monitor tab > Provider vDCs in left pane, then select the Monitor
tab

9 OrgvDC resource Usage: Manage & Monitor tab > Org vDCs in left pane, then select the Monitor tab

Identify Location of Logs in vCloud Director (pg. 104, vCD1.5 Admin Guide)

9 Either SSH into the vCD Server or from the Server Console, cd to the logs directory located at:
/opt/'vmware/cloud - director/logs

1 Available logs:

Log Mame Description

celllog Comnsole output from the vCloud Director cell.

veloud-confainer-debuglog Debug-level log messages from the cell.

veoud-confainer-infolog Informational log messages from the cell Thislog alsc shows
wamings or errors encountered by the cell.

vmware-vod-watchdog log Informational log messages from the cell watchdog. It
records when the cell crashes, is restarted, and so on

diagnosticslog Cell diagnostics log. This file is empty unless diagnostics

logging is enabled in the local logging configuration.

YTYYY MM _DDrequestlog HTTF request logs in the Apache common log format.

Monitor CPU, Disk, & Memory Usage for a Provider vDC
1 See (first) Identify vCloud Director Interface Components Used For Monitoring item above

Monitor CPU, Disk, & Memory Usage for an Organization vDC
91 See (first) Identify vCloud Director Interface Components Used For Monitoring item above

Monitor External Networks, Organization Networks, & Network Pools

9 External Networks:
1. Manage & Monitor > External Networks
2. View Status, Gateway, VLAN, IP Pool (Used/Total), & corresponding vSphere Network & vCenter to

gKAOK AdlQa YILWSR (2

3. Right-click an External Network > select IP Allocation to see IP Utilization

9 Org Networks:
1. Manage & Monitor > Orgs Networks
2. View Status, Gateway, Type, External Network connected to, Network Pool used, & which Org owns it
3. Right-click an Organization Network > select IP Allocation to see IPs utilized by an Org

1  Network Pools:
1. Manage & Monitor > Network Pools
2. View Status, Gateway, Network Pool Type, Pool (Used/Total)z ¢ KA OK @5{ 3 @/ Sy G SNJ A

Monitor IP Allocation Utilization
91 See previous item on how to view External & Org Network IP Allocation Utilization
1 vApp Networks
1. From My Cloud > vApps (open)
2. Select Networking tab and check to Show Network Details
3. Click to select a network, rt-click then IP Allocation to see IPs utilized by the vApp Network

Review & Interpret Tasks & Events in vCloud
9 Display Tasks & Events as described in the Identify vCD Interface Components Used For Monitoring item
1 To use/see Debug info:
1. System: Administration tab > General, then Display Debug Information



Troubleshoot Common Resource/Event Issues in vCloud
1 1think this just comes from experience; outside of VMware support, Google is your friend (oh yeah, and
the Twitterz J )

8.2 ¢ Map vCloud Resources to vSphere Resources

Differentiate Components of vCloud Director & vSphere Client Interfaces

1 Cloud Components
1. Provider vDCs ¢ provide vSphere resources to Organization vDCs
2. Organization vDCs ¢ resources are partitioned from a Provider vDC and dispersed to an Organization
3. vCD Networking

a. External Networks ¢ use vSS or vDS PortGroups or a Cisco Nexus 1000v; recommend changing
vSphere ports to Ephemeral

b. Organization Networks
1) External Direct-Connect ¢ Org is routed directly to External Network with no network

services (i.e. DHCP, Firewall, NAT, etc.)
2) External NAT-Routed ¢ same as Direct, but routed with vShield Edge, providing network
services mentioned above
3) Internal qvApp to vApp communication withinOrgT R2 SaAy Qi 02 YYdzy A OF S 2 dzi

c. VApp Networks
1) Direct (to Org Network) ¢ same as Org Direct-Connect but from a vApp to Org Network
2) Routed (to Org Network) ¢ same as Org NAT-Routed but from a vApp to Org Network
3) Internal ¢ intra-vApp communication only (i.e. between VMs within a vApp)

d. Network Pools ¢ used to create Internal & NAT-Routed Org Networks and all vApp Networks; a
key attribute of Network Pools to understand is, at the very least, they are used for cross-ESXi
Host communication (i.e. VMs reside on different Hosts)

1) PortGroup-Backed ¢ can be a vSS, Cisco Nexus 1000v, or vDS PortGroup; manual PG
creation; inflexible

2) VLAN-Backed ¢ must be on a vDS; automatic PortGroup created when needed; VLAN limited

3) VvCD Network Isolated (VCDNI) ¢ must be on a vDS; automatic PortGroup created when
needed; no need for VLAN use (recommended to use 1)

Organizations ¢ (tenants) consumers of vCD resources

Users & Groups ¢ System and Organizational

Catalogs ¢ containers of vApps and Media

. VApps ¢ application (VM) containers

1 vSphere Components

No ok

1. ESXiHosts
2. vCenter

a. DRS

b. vDS

c. Resource Pools
3. Storage

a. SAN

b. Storage Array
4. Networking

a. VLANs

b. PortGroups

Describe the Relationship Between vCloud Storage Resources & VMFS/NFS Datastores
1 vCD Organizations use storage resources (VMFS or NFS Datastores) from a given Org vDC, that are in turn
connected to the Resource Pool used for a Provider vDC; exception ¢ a read-only Datastore (not
supported by vCD)



Describe the Relationship Between vCloud Network Resources & vSphere Virtual Switches
1 lwill explain this in the next few bullets, but let me re-recommend to read through the blog posts on vCD

Networking by Massimo Re Ferré (link at start of Obj. 4.1) and the 3-part series by Duncan Epping (link at

end of Obj. 6.2)

vSphere network resources are consumed by vApp & Org Networks by way of Network Pools

Network Pools provide inter-Host communication between VMs residing on different Hosts within a

Cluster

1 Ihave explained each networking component above, but generally speaking, an External Network (i.e.
PortGroup) should be created for each Org in your vCD environment to provide network isolation
between tenants/consumers of the Cloud

91 Direct-Connect & NAT-Routed Org Networks connect to an External Network for Org vApp communication
that needs to transpire outside of the Org

1 Direct & Routed vApp Networks connect to an Org Network, which may or may not connect externally
from the Org

1 Both Org & vApp Networks have an Internal type to provide intra-Org & intra-vApp isolated
communication respectively

= =

Describe the Relationship Between vCloud Compute Resources & DRS/HA Clusters/Resource Pools
f ¢ KSNB NBI f fdescribehgfed thinkusz@i§w tliaga vSphere Cluster Resource Pool resources
are provided to vCD via a Provider vDC; that Provider vDC resources can then be carved up in multiple Org
vDCs to be used by multiple Orgs (1 Org vDC per Org, but an Org can have more than 1 Org vDC)

Determine Total/Current Resources Available to a Provider/Organization VDC Relative to Assigned vSphere
Resources
I From the Manage & Monitor tab > Organization or Provider vDCs, then Monitor tab

Determine Explicit vSphere Resources Consumed by a Provider/Organization VDC
1 From the Manage & Monitor tab > Organization vDCs or Provider vDCs, then Monitor tab

Determine Which vSwitch Resource is Being Used by a Given vCloud Network

T 9EGSNYIE bSiGg2N] LINRPOBARSA | O2fdzyy T2NJ #5{ tD A(QA&

f OrgNetworksinturnonlyshowwhA OK 9 EG bidg]1 2NI bilig|l t22f AGQa dzaAy3
T bSG@g2N] t22fa LINPGARSA | O2fdzyYy gKAOK @5{ g @/ SydaSN
f @' L) bSGe2N]l & R2 y2i LINRPOGARS | gFe (2 aSS 4gKAOK O{L

it out by uncovering the vCD Networking layers, if the vApp Ntwk uses Ext Org networks

Determine on Which Datastore a vCloud Hosted VM Resides
1 My Cloud > VMs, and reference the Datastore column

Determine on Which ESXi Host a vCloud Hosted VM Resides
1 My Cloud > VMs, and reference the Host column
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